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Abstract

The use of distributed computing technology in real-time systems is rapidly increasing. Distributed real-
time and embedded applications occur in such different critical areas as air defense systems, car and ro-
botic control, or satellite positioning. Examples of applications we have in mind are autonomously operat-
ing technical systems, such as satellites, or dynamic (or adaptive) systems such as mechatronic applica-
tions, that are able to adjust to changed operation conditions. For controlling such environments, extrinsic
parameters inform permanently about the status or working conditions of the environment. Dynamic ap-
plications requiring high flexibility in control have to deal with varying extrinsic parameters that lead to
changing conditions for the frequency and the run-times of the end-to-end computations. As a conse-
guence, re-allocations of tasks to hosts will become necessary. A re-allocation cost function is introduced
that measures the effort of realizing a re-allocation of computational tasks to hosts.

The purpose of this project is to optimize the task re-allocation by minimizing the weighted sum of task
migrations. An algorithm for constructing minimum cost allocations in the cases of identical and uniform
machines is presented. Finally, the cooperation of the resource manager and the allocation manager is dis-
cussed.

1 Introduction

The use of distributed computing technology in real-time systems is rapidly increasing. Distributed real-
time and embedded applications occur in such different critical areas as air defense systems, car and ro-
botic control, or satellite positioning. For example, the control of industrial processes is, in general, a
complex task that has to be carried out by several computers linked together and with different specializa-
tions. As another example, an important aspect of the NASA Earth Science vision is its sensor-web, an
integrated, autonomous constellation of earth observing satellites that monitor the condition of the planet
through a vast array of instruments. While this concept offers numerous benefits, including cost reduction
and greater flexibility, its full potential cannot be realized with today’s information system technology.

Real-time systems are used to control technical environments being built to serve some intended purpose.
Due to their principally uncooperative nature they will not automatically behave as expected. To enforce
a certain behavior, sensors informing about the status of the environment are regularly read, processed by
computational activities, the so-called end-to-end computations [GHS94] that may result in new settings
for actuators in case measured data deviate from the technical specification. Reading of sensor signals,
their evaluation and the generation of actuator signals must be done periodically, with periods depending
on the particular control requirements for the environment [Ash97].

Common real-time engineering deals with environments whose operating conditions are fixed or at least
do not change during some longer time span. In such a situation, the controlling system encounters well
defined timing conditions for the periodically executed end-to-end computations. Many research results
have been published, dealing with the specification and design of such systems [GNRR93, AKNS93],
verification and dependability [Rus99, AG93], and scheduling (e.g., [BEP+01, BEPTOQO0, 38, HS94,
HD94, AS99, PSA97, BLOS95, RLLS97, RLLS98]). The downside of these approaches is that they un-
necessarily limit the functions that can be performed by the environment and limit the options that are
available for handling unanticipated events and anomalies, such as overloading of system resources. As
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pointed out in [KMMO00, KM97, SKG99, SK97] this can lead to poor resource utilization and is inappro-
priate for applications that must execute in highly dynamic environments.

Examples of environments we have in mind are autonomously operating technical systems, such as satel-
lites, or dynamic (or adaptive) systems such as mechatronic applications, that are able to adjust to
changed operation conditions [EJW+03]. For controlling such environments, extrinsic parameters inform
permanently about the status or working conditions of the environment. In case the working conditions
are not in accordance with predefined behavioral specification, or are altered by the human operator, the
controlling real-time system has to react in due time, in order to keep the operating parameters within re-
quired bounds, or to guarantee some desired quality of service.

For performing the computations a complex real-time system is equipped with several digital control
units that are host processors or computers. Common real-time engineering approaches use “worst-case”
execution times to characterize task workloads a priori and allocate computing and network resources to
processes at design time. In contrast, dynamic applications requiring higher flexibility in control have to
deal with varying extrinsic parameters that lead to changing conditions for the software components in the
real-time system. This may have consequences for the frequency and the run-times of the end-to-end
computations. As a consequence, hosts may become over- or underloaded, and the computational tasks
may have to be re-distributed among the hosts.

It is obvious that such re-allocations are not free of cost as moving a task (i.e., code and data) to another

host consumes time, computer power and network capacity. A re-allocation cost function measures the

effort of realizing a re-allocation of computational tasks to hosts. Obvious measures are

(i) the (weighted) sum of task migrations, where the weight represents the size of transmitted code and
data,

(i) communication delays that take into account the communication system, such as single bus system,
packet switching networks, or others. Optimality could then mean minimizing the communication
load on the links.

Case (ii) reduces to (i) if a single bus is assumed for transmitting the tasks: If the bus capacity allows one
transmission at a time, the total migration time is indeed given by the sum of task migration times. Reduc-
ing the re-allocation cost thus helps avoiding bus congestions.

Another, more detailed question regards the migration of the single tasks on their destination processor.
The problem hereby is to install the code and data of a task on a new processor while this processor is
performing its control activities for the - still assigned - tasks. This problem, however, is not subject of the
present project.

The objective of this project is to optimize the task re-allocation by minimizing the weighted sum of task
migrations.

The Resource and Allocation Manager

(a) Adaptive resource management

Previous research in the field of Adaptive Resource Management (ARM) includes static models for re-
source allocation of real-time systems [VWL+95, WSM95] and dynamic models in [WWB+99,
WRSB98]. Applications of the dynamic models [WS99, WPT02] showed their effectiveness for adaptive
resource management.

However, the previous approaches lacked the information needed to gracefully degrade performance in
overload situations, did not support feasibility analysis or allocation optimization, did not consider secu-
rity aspects, and did not include network hardware. To overcome this drawback, a general optimization
framework for distributed, dynamic real-time systems was proposed in [EJW+03, DWJ+04]. Interesting
aspects of this model include dynamic environments, and utility and service levels, which provide the
means for graceful degradation in critical situations.
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Welch et al. [WO05] explored the possibilities of adaptive resource management for onboard satellite sys-
tems. Satellites are now sophisticated enough to have multiple onboard processors, yet they generally
have processes statically assigned to each processor. Little, if any, provision to dynamically redistribute
the processing load is provided. Onboard instruments are capable of collecting far more data than can be
downloaded to the earth, thus requiring idle times between downloads. Although download times are
known a priori, failed downloads can cause the buffer on the satellite to overflow.

This unwanted situation originates from lack of flexibility. To handle such situation, ARM middleware
autonomously determines the following:

the allocation of resources to tasks,

the fidelity of data processing algorithms (such as a cloud cover detection algorithm),

the compression type to use on data,

when and what to download,

whether data should be discarded,

and the interval for gathering telemetry data from various onboard subsystems.

Decisions are made on the basis of a system-level benefit optimization that takes into account observation
schedules, future and current download opportunities, satellite health, user-defined benefit functions, and
system resource utilization.

The execution of tasks, and consequently the system behaviour is highly determined by the values of a
number of attributes. There are two types: (i) extrinsic attributes and (ii) service attributes. Extrinsic at-
tributes express functional conditions or requirements. They are either posed by the environment, or by
the status of the system components, and cannot be changed by the controlling system. An example of an
extrinsic attribute dictated by the environment “externally” is the period at which a controlling action has
to be performed. An example of an “internal” extrinsic attribute, defined by the system, is the current
availability of processors, buffers, or internal network bandwidth. In contrast to the extrinsic attributes,
the service attributes are entities that can be altered at any time by the controlling system. If the external
conditions (represented by the extrinsic attributes) change, appropriate settings of the service attributes
allow adaptation to the new conditions.

One of the main objectives is to find an optimal or near-optimal allocation of the applications to hosts
such that a secure operation of the controlling system is guaranteed. If the current extrinsic attribute val-
ues change and exceed the operational limits of the current allocation, ARM can address this problem by
dynamically reconfiguring the way in which computing and network resources are allocated to processes.
It will have to select and install a new allocation that is able to handle the new requirements. Such an al-
location can be determined by applying an online-heuristic, or chosen by a lookup strategy from a list of
pre-determined allocations.

(b) Systems with varying operation modes

In more flexible applications, the environment may operate in several different modes, for example the
take-off, cruise and landing modes of an aircraft [RC04]. In the design of a real-time system, discrete
changes can be considered by analyzing each mode separately. In other applications the operational
modes may underlie continuous changes. An example is the modern car engine, where control require-
ments such as task periods may have to be in pace with rotation speed of the engine.

A technical system that works in several different modes of operation has influence on the requirements
of the real-time control. In previous projects, Ecker et al, [ETDS04, SES05] presented a model for dis-
tributed real-time control and discussed design problems when capturing different operation modes by the
real-time system. An obvious observation is that changes of the operating conditions may lead to the need
of re-arranging computational activities among the hosts.

Figure 1 depicts an overview of a mode changing system and shows the main components: The external
world and the human operator define the actual operation mode by setting the directions. These are trans-
formed into extrinsic parameters. The controlling system consists of a host processor network for execut-
ing a given set of tasks with specified real-time control conditions: processing times, periods and dead-
lines, task jitter, etc.. An allocation is a feasible assignment of the tasks to the processors. Feasibility of an
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allocation means that each task is executed within the given time limits defined by the real-time control
parameters.

The controlling system is equipped with an allocation analyzer that monitors permanently the extrinsic
parameters. Changes of their values may incur modifications of the processing times, the lengths of peri-
ods, deadlines, and task jitter. If their changes exceed certain thresholds the allocation analyzer sends a set
of allocations that are feasible under the new conditions to the QoS optimizer. There are two possible
situations: If the current allocation is no longer feasible, the QoS optimizer chooses one of the proposed
allocations while observing the tradeoff between the utility optimization and the re-allocation cost. Oth-
erwise, if the current allocation is still feasible, the QoS optimizer evaluates the possibilities to gain
maximum utility by adapting the service parameters appropriately. In case of a utility reduction the QoS
optimizer has again to trade off between the utility optimality and the cost of switching to a new alloca-
tion. Finally, the QoS optimizer calculates the optimal service parameters. The extrinsic parameters and
service parameters together define the operation mode, from which the scheduling parameters are derived
and transferred to the scheduler by the QoS optimizer. The scheduling parameters are eventually set such
that the real-time system performs its duty correctly, i.e., observing the operation of the technical system
as defined by the extrinsic and service parameters by sensing data and, if necessary, setting the actuators
to enforce the technical system to change its state.
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Figure 1. Structure of a mode changing technical system

Now we are in the position to be able to detail the structure of a controlling system, and present the idea
of the resource and allocation manager, which will be then used as a framework for the optimization
problem. We propose a view of how we think a controlling system could operate, that essentially summa-
rizes the common ideas of the concepts discussed in (a) and (b).

(c) The controlling system

The real-time system is the instance being responsible for the correct operation of the environment. As an
input, it is given the static characteristics of both the hardware system and the software system. Based on
these, the controlling system makes resource allocation decisions and has the ability to modify certain
performance parameters such as the service attributes.

By resources we mean processors or computers, referred to as hosts #, and a network connecting the
hosts. Tasks are assigned to the hosts for execution. Since the extrinsic parameters determine the run-time
behavior of the tasks, re-allocating the tasks may be required from time to time. There are two modules in
the controlling system that decide upon and initiate re-allocations,

— the resource manager (RM) which checks if re-allocation of application software to hosts is necessary,
tries to optimize the total benefit, and, if necessary due to major changes of extrinsic requirements,
provides the allocation manager with the required information for choosing a new allocation.

— the allocation manager (AM) which
= initiates a new allocation, and

performs the required task migrations of the new allocation. This last step (performing the task mi-

grations) is not considered in this project.

Both, the resource and allocation manager can be implemented either on one of the hosts of #, or on a

separate processor.
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At any time the resource manager must provide an allocation that meets the constraints of the system. The
proposed framework supports two constraints. First, the resource manager must ensure that each applica-
tion is assigned to a valid host, i.e., one that is capable of executing the application. Second, for each ap-
plication, its run-time conditions (processing times, deadlines, memory requirements, etc.) are guaranteed.
The minimum responsibility of the resource manager is to choose an allocation of applications to hosts
such that these two constraints are satisfied at a given setting of extrinsic and service attributes, process-
ing times, and periods. A feasible solution is the specification of a function alloc : T— % of applications
(tasks) to host computers that satisfies all the allocation constraints. Such an allocation has to fulfill run-
time conditions and memory limitations on the hosts.

If the current extrinsic attribute values change and lead to an excess of the operational limits of the cur-
rent allocation, the RM has to decide quickly if another allocation should be installed, or if the current
allocation should be kept at the cost of smaller quality of service. If the RM chooses a new allocation it
triggers the AM to install it (viz. Figure 2).
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v

Figure 2.  Structure of the allocation manager

An additional objective is to find an optimal allocation: The resource manager should have the ability to
perform various allocation optimizations. The objective is to find an allocation and setting unknown per-
formance parameter values such that all applications can be scheduled feasibly and a predefined utility
function is maximized. Setting the service levels of an application is a knob that the resource manager can
use to adjust both the resource usage and the overall utility.

2 System Design and Mathematical Modeling

A dynamic real-time system is composed of a variety of software components that function at different
levels of abstraction, as well as a set of physical (hardware) components that govern the real-time per-
formance of the system.

The model introduced in this section follows the classical periodic task model [LL73], including the ex-
tensions discussed by Bate and Burns [BB03]. We assume the existence of a set of periodic tasks
T ={Ty,..., Tn}; each task T; represents an end-to-end computation [GHS94], that has to be repeatedly
executed with a given period 7 := #(T;). This means that the i instance of Tj is completely processed in
the interval [(i—1)7 ,iz], 1 =1,2,3,... . Each task has a known processing time (usually the worst case
execution time, WCET) p; and memory requirement m; . Both depend on extrinsic parameters E = (ey, ...,
eq) and service parameters S = (sy, ..., Sy). l.e, for task T;, the WCET p(T;) := p; is a function of both pa-
rameters, p; := p;(E,S). Likewise, we have m; := mj(E,S) for the memory requirement. It is further as-
sumed that the tasks in " are pair-wise independent.
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Asynchronous (or sporadic) tasks can be considered if minimum arrival times or maximum frequencies of
their occurrences are known. The inverse of the maximum frequency defines the smallest possible period
of executions. This way we are able to include asynchronous tasks in the periodic task model.

A set of hosts H'= {Hy, ...,Hn} is used for processing the tasks. Hosts are assumed to be uniform, mean-
ing that they have the same processing capabilities: a task can be processed on any host, but processors
may have different speeds and memory capacities. The speeds s; > 1,i=1,...,m are measured relatively
to a "standard" processor of speed 1. Then the processing time of T; (with standard speed p;) on host H; is
pj/si . The memory capacities are denoted by My, M, ..., My, .

The scheduling problem is defined as follows: Find an allocation alloc : T — H of tasks to hosts such
that each host processes the assigned tasks within the given time frames. The problem of finding an opti-
mal allocation is similar to the well-known bin packing problem, which is NP-hard, and has been widely
discussed in literature. Solution methods include exact methods, heuristic approaches and approximation
algorithms [Joh]. Among the approximation algorithms, first fit is one of the better known techniques.

Before discussing allocation algorithms, we must explore the differences between off-line and on-line
algorithms. Off-line algorithms are performed before a system has been started, and thus are not limited
by tight time constraints. For this reason, these algorithms may be of enumerative nature, and are capable
of finding optimal allocations and service parameter settings. On-line algorithms, on the other hand, are
executed while the real-time system is performing its control duties. These types of algorithms operate
under strict timing constraints and are typically used for making fast, intelligent re-allocation decisions.

Consider the following scenario: Statically (or: off-line), a finite number of allocations is pre-determined,
which has the property that each possible practical state of the environment (as presented by the extrinsic
parameter values) is covered by at least one allocation. This ensures that, whatever the state of the envi-
ronment is, the real-time system will always be able to handle the situation correctly. At run-time, when
the extrinsic parameters change their values, the RM may decide to choose a new allocation from the list
of pre-determined allocations, and trigger the AM to perform the re-allocation. Actually, in the particular
case that the host computers are identical, there is no need to specify allocations. Instead, it would be suf-
ficient to specify partitions of the set of tasks into subsets, by saying that all tasks of a subset go to the
same host. In this situation the AM chooses an allocation of the subsets to the hosts for the given partition.
This concept has the advantage that the previous task assignments can be taken into account in order to
optimize the change to the new allocation. Optimality in this context could for example mean that as
many tasks as possible remain on the same host.

Given a partition (74, ..., Tm), an allocation can be specified by a 1-1 function «: (71, ..., Tm) = {H1,
....,Hm}. We call the partition (77, ..., T, feasible if there is a 1-1 function that creates a feasible alloca-
tion.

Our starting point is hence a set of feasible (off-line predefined) task partitions, 4 = {Tl, e T"}. Ini-

tially, i.e., at startup time, we assume an initial partition 7™ and an initial allocation ™(7™"). Then,
during the course of time, allocations may have changed. Let us therefore say that at current time an allo-
cation alloc®" = a®"(7°*") defined by some partition 7" and a mapping a®" is realized. W.l.0.g. let

(T =H;fori=1,...,m.

Assume that, due to some external conditions, a new allocation defined by partition 7" = {T1*",

.o, T} should be installed. This means that tasks of the same subset 7'{"" (and hence currently located
on the same host) may be now found in different subsets of 7" (and hence must be placed on different
hosts). As a consequence, some of the tasks have to migrate to other hosts. The objective is to determine a
mapping " : T"" — 7 such that the sum of migration cost is minimized.

Moving a task T; from host H; to hostHy will incur a cost c(Tj, H;, Hy) that depends, besides on the weight

of the task, on the network structure. The weight of a task is the size of data that must be transmitted in
case of a task migration. The data to be sent will be program status word, stack contents and other local
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data, and, in addition, program code if codes are not available on all hosts. Some of the size-depending
parameters depend on the extrinsic parameters. We assume that the cost of moving the task from one
processor to another increases linearly with the size.

If T; remains on the same processor, then ¢(T;, H;, Hy) = 0. Starting from alloc™", realizing the new allo-
cation alloc™" : T — ¢ causes the total re-allocation cost C(cur,new) := _Zk ¢(Tj, Hi, Hy) . In terms of

Ur the re-allocation cost can be calculated to

T 7" and the mapping «

C(CUI’ , neW) =3 { C(T' , Hi, Hk) | Tj € Ticur M Tlnew and aneW(Tlnew) = Hy } .
The problem of minimizing the re-allocation cost can hence be formulated as:
Given T, ¢™', and 7™"; find «"*" such that C(cur, new) is minimized.

The mapping ™" defines the new allocation alloc™" in a straight forward manner.

For practical reasons we define a cost matrix C, where Cj; is the cost of shifting the elements of T "% to

processor Hj, i.e., Cjj= X > c(T,Hy, Hj) . Notice, that the elements of 77" ~ T¢"" with k = j
k#tj Te T T e

are already located on H; , and hence contribute 0 to Cj; .

Our problem of finding the minimum cost re-allocation can now be formulated in the following way.

Given the cost matrix (Cj), find a permutation matrix (Qj;) such that 2. Q;; Cj; is minimized.
ij

Details of realizing a re-allocation seems to be quite tricky as during the whole transition phase no gap in
the control actions is allowed. Finding a secure and dependable solution to this problem is left for future
investigation.
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