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Abstract— Cloud data storages are functioning in the
presence of the risks of confidentiality, integrity, and availability
related with the loss of information, denial of access for a long
time, information leakage, conspiracy and technical failures. In
this paper, we provide analysis of reliable, scalable, and
confidential distributed data storage based on Multilevel Residue
Number System (RNS) and Mignotte secret sharing scheme. We
use real cloud providers and estimate characteristics such as the
data redundancy, speed of data encoding, and decoding to cope
with different user preferences. The analysis shows that the
proposed storage scheme increases safety and reliability of
traditional approaches and reduces data storage overheads by
appropriate selection of RNS parameters.
Keywords— multi-cloud; security; safety; reliability; Residue
number system

I. INTRODUCTION

Regeneration Codes (RC) [7]. The use of these approaches
allows obtaining storable data in cases of a failure of one or
several clouds.
II. RELATED WORK
When the user stores data in a cloud, classic data replication
possesses a high level of redundancy that requires repeated
increase of the needed resources.
Google File System [8] and Bigtable technology uses a
three-fold remark to achieve required reliability level. The
system constructed on the base of Rabin’s (3, 5) Secret Sharing
Schemes (SSS) requires 1.8 times less place keeping the same
level of reliability. On the other hand, the classical replication
possesses minimum expenses, when coding and decoding data
unlike other approaches.

Cloud computing becomes very important for enterprises IT
infrastructures. However, there exist risks of safety, reliability,
and availability of the data stored in clouds. Reliable storage
systems use six main approaches: replication, secret sharing
schemes, error correction codes, removal codes, regeneration
codes, and homomorphic encryption [1].
Error correction codes based on Residue Number System
(RNS) used for the design of distributed data storage system
allow a high level of system reliability with the minimum data
redundancy [2]. RNS and multi-level data flow is the perspective
approach for reliable and confidential data storage [1].
Due to available risks of technical failures and safety of
cloud services, we use the approach based on side-by-side
storage of data in a set of the clouds. In Fig. 1, a distributed
scheme in cloud-of-clouds is presented. Technical failure or
data distortion appeared in the Cloud 3 is marked as ×. To build
reliable and confidential data storage, the following approaches
are used: Secret Sharing Schemes (SSS) [3, 4], Error Correction
Codes in RNS (ECC-RNS) [2], Erasure Codes (EC) [5, 6], and

Fig. 1. Schema data storage cloud-of-clouds.

A. Data storage based on SSS
Threshold SSS allows to get access to data, if there are k or
more data chunks. If SSS threshold is perfect and ideal, and
there are less than k data chunks, the user will not obtain full
information about the data.
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The classical examples of such schemes are Shamir [9],
Blakley [10], Asmuth-Bloom [11], Matrix Projections [12], etc.

hacker attacks leads to an increase in the probability of breach
of integrity and confidentiality of data.

However, ideal secret sharing schemes are not suitable for
the cloud storage as they have the same redundancy as classical
replication.

To ensure the security and reliability of data storage in [19,
20], it is proposed to use AR-RRNS - configurable reliable
distributed data storage systems. It is based on RNS and allows
the reduction of the probability of data loss and increasing its
security. To reduce the computational complexity of the data
decoding algorithm, the AR-RRNS proposes an algorithm for
computing the approximation of the rank of a number in RRNS.
It allows a switch from the division with remainder to shift
operation. Reduction in the size of the operands is achieved by
the constraints used in Montgomery's modular multiplication
algorithm.

An alternative way is to use threshold computationally
resistant SSS, such as SSS of Rabin [13], Mignotte [14] and
others. It provides confidentiality of stored data with the
minimal redundancy of data.
In cases of heterogeneity of technical characteristics of
cloud storages, it is expedient to use weighted SSS that allows
to distribute data between clouds according to their technical
requirements. However, while using the weighted SSS, there
can be a situation, when one cloud has all data. In this case, this
scheme does not ensure data security.

To minimize the overhead under conditions of the
uncertainty of the operation time of computing devices, an
approach based on communication-aware directed acyclic
graphs (CA-DAG) is proposed in [21-24]. In [21], it is shown
that CA-DAG allows optimization of computational costs under
conditions of uncertainty.

B. Data storage based on ECC-RNS
The storage based on ECC-RNS provides high reliability
and confidentiality level with the use of different cloud
providers.

The study of the replication threshold value, depending on
the available data, shows that replication allows minimization
of the time delay, but leads to a great overhead increase.

The BASE-64 coding adds 33% of redundancy, on average,
comparing to the initial data size. Therefore, in the case of data
storage circuit design, it is not expedient to use BASE-64.

As shown in [22], it is advisable to use classic data
replication to minimize the damage resulting from the
uncertainty of operations. Data replication greatly increases
data redundancy, which leads to an increase in overhead for the
maintenance of computing powers [19]. An alternative solution
is RRNS error correction codes.

The efficiency of data encoding algorithms in RRNS
directly depends on a choice of RNS modules. Besides, in
compliance with basic approaches to data decoding, RNS
allows to receive the file even in case of a temporary or
permanent failure of access to one or several cloud providers.

RRNS, due to its homomorphism, makes it possible to
process encoded data. To increase the performance of the
computer system under conditions of the uncertainty of
technical failures, multilevel RNS can be used. Multi-level
RNS provides reliable and secure long-term data storage in the
clouds.

C. Data storage based on EC
Erasure Codes is a method of data protection in which a
message is broken into fragments or symbols, and expanded
with redundant symbols to provide protection from failures.
As a result, resulting size of a message is = + . In case of
failure, EC generates another fragment instead of repairing it.
Data processing is not possible with EC as it is not
homomorphic. Lin et al. 2014 [15] show that EC has a
complexity of ( ∙ log ), where is the length of the code.

IV. SELECTION OF MULTI-LEVEL RNS PARAMETERS
A. Multi-level RNS
The studies [25, 26] present the algorithm of modular
computing in multi-level RNS based on the representation of
the higher level bases in the form of lower level modules
multiplication. The number R can be represented in a system of
coprime numbers p , p , … , p , while a condition ∏ p > R
is satisfied. The given system is the main system of the bases,
which provide the possibility of operations in a given range
[0, R).

D. Data storage based on RC
Regeneration Codes is a technique to reconstruct a message
from a partial corruption message. RC can recover a set of k
coded fragments using an (n, k) Maximum Distance Separable
(MDS) code approach. This reduces the total traffic required to
repair the message [7]. However, RC does not allow highperformance computing, because it is not homomorphic [17].
To implement RC, it is needed a pseudorandom number
generator with special properties [16].

The maximum number, which can be received in this
system is (p − 1) . Then, we can represent all digits of the
main system in a new system with the bases p∗ . p∗ , … , p∗ . In
this case, the satisfaction of the following inequality is needed:

III. UNCERTAINTY IN CLOUD COMPUTING
The uncertainty of technical failures has a serious impact on
the reliability and security of data storage in the clouds [18].
Particular attention should be paid to the uncertainty arising
from hacker attacks, DDoS attacks, and attacks on the
synchronization key. The vulnerability of cloud systems to

P∗ =

2

p∗ > (p − 1)

The maximum number, which can be received after
multiplication, is (p∗ − 1) . These last digits in the system of
bases p∗ . p∗ , … , p∗ can be written in the system of bases
p∗∗ . p∗∗ , … , p∗∗ if
P ∗∗ =

−n +

k ≤ f(p , p , … , p ) <

k

Considering that optimal module size from the point of view
of computation is the size equal to the machine word size L,
then, we will choose the value n =
. The start parameters
are: k = k = ⋯ = k = L . We compute the values
. Then k = k = ⋯ = k =
f(p , p , … , p ), P, and r =
L − 1.

p∗∗ > (p∗ − 1)

Such a process of transfer to lower bases allows to change
the representation of number R by hundreds of bits to numbers
represented by 32 bits or by 64 bits, which can be easily
processed on 32-bit and 64-bit processors.

The use of the given approach allows to design the balanced
system from the point of view of the effectiveness of
computation and data redundancy.

In case of using multi-level RNS, the data processing is
carried only at the top level, and the result of the computation
is transformed to the most convenient form of output. The
computation results are always correct if there is no overflow
of number representation range both at the top level and at the
bottom level.

V. SIMULATION OF DATA STORAGE SCHEME
Let us analyze the obtained characteristics for the balanced
sets of modules of a special type: {2 − 1, 2 , 2 + 1}, {2 −
3, 2 − 1, 2 + 1, 2 + 3}, 2 − 1, 2 , 2 + 1, 2 − 2

B. The selection of multi-level RNS modules
Let us consider the modules selected from the main system
of bases, the modules for each next level are chosen similarly.
The same operating range can be realized using different sets of
the bases. Sometimes, it is desirable that P = ∏ p is the
biggest. For the maximum prime number, corresponding
machine word is p , and maximum prime number that is less
than p is p , etc. up to p .

2 +2
2

+1 ,

+ 1, 2

{2 − 1, 2 , 2 + 1, 2 − 2

+ 1,

+ 1, 2 +

− 1}.

Considering that RNS modules satisfy the inequality
∏ p∗ > (p − 1) , we compute the minimum value of n for
each of modules sets. The results are presented in Table 1.
TABLE I.

In some cases, it is expedient to select one of the RNS
modules; even it gives the opportunity to realize partition of the
chosen range [0, P) to equal sub-ranges P и P , which will be
used for representation of positive and negative numbers P =
0; − 1 and P = ; P − 1 . However, the existence of even
base is not always convenient.

No

Increasing the range involves an increase in digit capacity
of residues and in time expenditure at computing operations.
One of the possible ways to decrease the values of bases is to
construct the hierarchical residue number system.

THE EXPONENT OF N .

Moduli Set

1

{2 − 1, 2 , 2 + 1}

2

{2 − 3, 2 − 1, 2 + 1, 2 + 3}

3

{2 − 1, 2 , 2 + 1, 2 − 2

+1, 2 + 2

+ 1}

4

{2 − 1, 2 , 2 + 1, 2 − 2
2
− 1}

+ 1, 2 + 2

+1

2n + 1
3
2n + 1
4
2n + 1
5
n
3

,

Using the results from Table 1, we compute the redundancy
depending on the number of RNS layers. The data are presented
in Fig. 2.

To solve the problem of the RNS bases selection, it is
necessary to define the optimization criterion of the set of bases.
One of the main criteria is the condition of minimality of a
number of binary digits, which are used in the design of the
arithmetic devices. The criterion of minimality can be
represented as

20
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5

f(p , p , … , p ) =

⌈log p ⌉ → min

0
1

Under a condition that modules of the main RNS satisfy an
inequality:
P=

2

3

4

5

Fig. 2. The data redundancy depending on number of RNS layers

As we can see, the volume of stored data is 2
– the number of layers.

p ≥R

, where L

The dependence of one-megabyte data encoding time on the
number of RNS layers and the chosen moduli set in
milliseconds is shown in Fig. 3.

Let the modules of the main RNS satisfy a condition
≤ p < 2 , then
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The dependence of one-megabyte data decoding time on the
number of RNS layers and the chosen moduli set in
milliseconds is shown in Fig. 4.
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IV. CONCLUSIONS
This paper provides an analysis of reliable, scalable, and
confidential distributed data storage based on RNS. The
analysis considers the redundancy, speed of data encoding, and
decoding to cope with different user preferences. We show that
the proposed storage increases safety and reliability of
traditional approaches, and reduces an overhead of using data
storage by appropriate selection of RNS parameters.
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