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Abstract— In this paper, we propose an adaptive model of data
storage in a heterogeneous distributed cloud environment. Our
system utilizes the methods of secret sharing schemes and error
correction codes based on Redundant Residue Number System
(RRNS). We consider data uploading, storing and downloading.
To minimize data access, we use data transfer mechanism between
cloud providers. We provide theoretical analysis and experimental
evaluation of our scheme with six real data storage providers. We
show how dynamic adaptive strategies not only increase security,
reliability, and reduction of data redundancy but allow processing
encrypted data. We also discuss potentials of this approach, and
address methods for mitigating the risks of confidentiality,
integrity, and availability associated with the loss of information,
denial of access for a long time, and information leakage.
Keywords— cloud storage; Redundant Residue Number
System; secret sharing schemes; security; reliability

I. INTRODUCTION
Since the introduction of the cloud computing, people have
doubted its security. It is not surprising that even cloud
computing is well established, there is a significant amount of
work regarding cloud security.

II. RELATED WORK
Security and reliability of cloud computing are issues that have
been widely studied. Ratham et al. [3] used an adaptive
Huffman technique and an RSA double-encryption algorithm.
Babita et al. [4] used the AES (Advanced Encryption Standard).
Both encryption algorithms are well known and widely
accepted. Moreover, there is a large number of works that adapt
these encryption algorithms to specific implementations.
Another approach to improve the availability,
confidentiality of the stored information is DEPSKY [6]. This
system combines several techniques: encryption, coding, and
replication of data in different clouds. By replicating the
encrypted information and distributing the keys among the
various storage providers, DEPSKY maintains a high level of
confidentiality. However, the monetary cost of using DEPSKY
is approximately twice as much as traditional systems.
In recent years, security work on cloud storage systems with
RNS has grown in popularity [7-9].

AlZain et al. [1] stated that ensuring the security of cloud
computing is a major factor in the cloud computing
environment, as users often store sensitive information. The lack
of trust towards a single service provider is one of the issues that
led to the popularity of multi-cloud environments.

Celesti et al. [10] combined RRNS with AES-256 to add an
extra layer of security. A brief explanation of the system would
be as follows. When a file is saved to the cloud storage, it is
compressed, and then RRNS is used to divide the compressed
file into different pieces. Then, each piece is coded to base-64.
Depending on the number of pieces that are downloaded and
the redundancy, the Chinese remainder theorem is used. Then,
the decoding with AES reconstructs the file.

Chervyakov et al. [2] presented a study in the field of cloud
storage security, where a system based on RRNS with a ( , )
configuration is proposed. In the ( , ) RRNS, a file is divided
into pieces and with chunks or more, data can be recovered.

Chervyakov et al. [1] presented similar to Celesti et al. The
main difference is that it uses a strategy called an approximation
of the range of an RNS, which can reduce the complexity of
( log log log ) to (1), where is the file size.

In this work, we consider a set of real cloud providers whose
upload and download speed are different and vary in time. The
goal is to maximize the upload and download speed of the
system.

As an emerging technology, the multi-cloud has come with
issues such as loss of information, denial of access for a long
time, and information leakage [10, 14].

The paper is structured as follows. Section II briefly reviews
related works. Section III describes our model of distributed
storage and presents uploading and downloading strategies.
Section IV discusses the experimental results. Section V
concludes the work.

To tackle some of these problems, researchers have
proposed the encryption, replication, and coding techniques. A
particular result that plays an important role in our work is the
algorithms proposed in [15, 16] that use RRNS with (k, n)
settings.
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The work mentioned above tackles a variety of challenges.
However, adaptive security schemes that can change their
strategies depending parameters of the multi-cloud
environment are not addressed in the literature.

OneDrive security because user mistakes are one of the biggest
obstacles to use it.
Google Drive is a file storage and synchronization service
created by Google in 2012. Google Drive offers 15 GB of free
storage space shared between files, messages and attachments
in Gmail, and pictures and videos in Google Photos. Google
Drive uses Syncdocs to encrypt the files with AES 256-bit key.
Keyed-hash message authentication code (SHA1-HMAC) is
used to authenticate and verify the message as genuine and
uncorrupted. To increase security, random data is added to the
message to protect against cyphertext attacks.

We propose a security system that uses the RRNS, where
the (k, n) settings directly related with the probability of
information loss, data redundancy, and speed of encodingdecoding, can be adapted to the changing parameters.
Furthermore, once ( , ) setting is chosen and the data is
encrypted and stored into the multi-cloud, the system can keep
the best data distribution for downloading within the system.

Box is an online file sharing and content management
service for businesses founded in 2005. Box offers a free space
of 10 GB. Box uses SSL encryption, password protection, and
advanced administrative controls for businesses. Box also
offers expiration dates for shared files. This prevents users
being able to access a file shared past a certain date.

III. MODEL
A. Residue Number System and its properties
The Residue Number System is a widely known number
theory paradigm. It is used to represent a big integer by using
smaller integers to reduce the complexity of certain
computational operations. It is based on the Chinese Remainder
Theorem discovered by Sunzi Suanjing in the third century [11].

iDrive is a cloud storage service with an app that manages
backup, restore, file-syncing, and file-sharing applications.
With the 1 TB of the subscription, iDrive uses AES 256-bit
encryption on transfer and storage, and security capabilities of
SSL. Data is stored using an encryption key. One of the best
attributes of iDrive is that it does not store the user private key
on the servers.

Ferruccio Barsi presented the general view of the system.
Given a set of n pairwise prime positive integers m m … m
called moduli, the nonnegative integers X in the range [0, M),
where M = m ∗ m ∗ … ∗ m are uniquely represented by the
n-tuples x x … x of their residues modulo m (x =
|X| , i = 1,2, … , n) [12].

C. Description
Let us consider a set of
clouds = { , , … , }. Each
cloud c = {u , d } is characterized by the speed of uploading u
and speed of downloading , for all = {1, … , }.

The Redundant Residue Number System uses a set of (n +
r)-tuples to represent an integer in the range [0, M). It uses
… m modulis and x , x , … , x , x , … , x
m m …m m
… m and x , … , x are called the redundant
digits. m
moduli and redundant digits, respectively.

An RRNS with a ( , ) setting, where the data
=
{1,2, … , } is divided into chunks to be stored. Each chunk
= { } has size s for each = {1, … , }

B. Cloud Storage Systems
There exist many cloud service providers that offer free
storage space.

Let us use the following notation:
Original size of the data;
Size of the encrypted data;
Size of the i-th chunk;
Size of the encrypted -th chunk;

Dropbox is a file hosting service created by company
Dropbox, Inc. in 2007. It offers cloud storage, file
synchronization, personal cloud and client software. Dropbox
can create a folder in a cloud synchronized with the user folder,
regardless of on which device it was created. Its security
features include two-step authentication. Files are encrypted by
AES 256-bit encryption performed by Dropbox. Besides,
Dropbox uses Secure Sockets Layer (SSL) for data uploading
and downloading. A drawback of Dropbox is that the
bandwidth and disk storage design create an observable side
channel through which a single bit of data can be observed [18].

Upload speed of the -th cloud;
Download speed of the -th cloud;
Encrypted data upload time;
Encrypted data download time;
Upload velocity;
Download velocity.

OneDrive is a file hosting service that allows users to
synchronize files and access to them from a web browser. It is
created by Microsoft in 2007 as Windows Live Folders and
later as Windows Live SkyDrive. OneDrive offers 5 GB of free
storage. OneDrive accounts are encrypted using SSL. OneDrive
for Business also offers per-file encryption, which gives each
file its encryption key. A hacker can only have access to one
individual file instead of the whole documents. On the other
hand, OneDrive automatically synchronizes Outlook
attachments to the Cloud. However, it brings a problem to

Upload velocity ( ) represents how fast the data is stored.
It’s calculated as the original data size over the upload time
=

,

=

), represents how fast the data
Download velocity (
needed to recover the file is downloaded. In the worst case, it is
calculated as the original data size over the download time

2

=

s

,

Table I shows the minimal, maximal and average upload
time in seconds, standard deviation, and speeds of six clouds.
Table II shows the same downloading information.

=

For the worst case, we assume that chunks are downloaded
from the clouds sequentially. The downloading terminates
when correct chunks of data are obtained. There are two main
scenarios. The best case occurs when first chunks of data are
required. The worst case occurs when the system has to read all
chunks due to correct data are stored in slowest clouds,
indexed from − + 1 to .

TABLE II.

Download
Max Min Average
Min Max Average σ
MBps MBps MBps
Box
38.73 58.58 41.34 3.79 1.29 0.85 1.21
Google Drive 38.48 95.34 42.33 8.42 1.30 0.52 1.18
One Drive 39.00 63.75 42.48 4.16 1.28 0.78 1.18
DropBox
38.79 86.16 42.77 7.00 1.29 0.58 1.17
Salesforce 39.05 92.17 42.96 8.49 1.28 0.54 1.16
Sharefile
39.76 86.89 43.53 6.08 1.26 0.58 1.15
Egnyte
38.43 85.42 48.66 11.93 1.30 0.59 1.03

D. Strategies
To show how the selection of the ( , ) setting and selection of
cloud providers affect the speed-wise performance of the
system, we developed three strategies.

Tables III-VIII show the maximum, minimum, and average
speeds of data transfer between cloud providers obtained in our
experiments.

The Best/Any (BA) strategy selects first available clouds
with fastest upload speed. Download speed is not taken into
account.

TABLE III.

The Any/Best (AB) strategy, selects first available clouds
with the best download speed. Upload speed is not taken into
account.

DATA TRANSFER SPEED FROM BOX

Max
2,28
One Drive
Google Drive 3,12
2,40
ShareFile
3,05
Egnyte
1,71
Salesforce

The Best/Best (BB) strategy selects first available clouds
best for uploading and best clouds for downloading. After
storing, data are moved to the best clouds for downloading.
IV. EXPERIMENTAL ANALYSIS
For the experimentations, we use CentOS server with a 300
Mbps symmetric internet connection located in Ensenada, Baja
California, Mexico, and data center North-Caucasus Federal
University.

TABLE IV.

TABLE V.

For the time lapse of three days, we uploaded and downloaded
a 200 MB media file every hour to each cloud. To accomplish
this, we developed a small script using the Java programming
language.

TABLE VI.

Google Drive
Min Average Average+σ Average-σ
0,66
1,85
1,30
3,19
0,45
2,03
1,17
7,58
0,63
1,50
0,97
3,28
2,19
3,15
2,75
3,67
0,55
1,36
0,98
2,25
DATA TRANSFER SPEED FROM SHAREFILE

UPLOADING TIME AND SPEED
Max
1,56
Box
1,18
One Drive
Google Drive 1,46
1,38
Egnyte
1,46
Salesforce

Upload
Max Min Average
Min Max Average σ
MBps MBps MBps
Box
38.79 52.47 40.80 1.76 1.29 0.95
1.23
Google Drive 38.80 51.65 40.83 2.12 1.29 0.97
1.22
Salesforce
38.64 54.62 41.12 2.66 1.29 0.92
1.22
Egnyte
38.65 86.59 42.47 6.46 1.29 0.58
1.18
DropBox
41.81 55.34 44.40 2.30 1.20 0.90
1.13
One Drive
41.82 88.63 45.57 6.37 1.20 0.56
1.10
Sharefile
41.40 98.50 55.58 15.72 1.21 0.51
0.90

TABLE VII.
Max
3,19
Box
3,39
One Drive
Google Drive 3,62
1,40
ShareFile
1,34
Salesforce

The script is based on the Kloudless API [19] to have an
easier way of managing the storage clouds. To access Kloudless
API, we use the Apache HttpComponents library [20], which
allowed us to simplify the calls to the Kloudless API endpoints.
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One Drive
Min Average Average+σ Average-σ
1,12
2,09
1,66
1,76
1,63
2,62
2,14
2,29
0,50
1,39
0,89
1,51
1,97
2,78
2,46
1,10
1,03
1,48
1,31
1,07

DATA TRANSFER SPEED FROM GOOGLE DRIVE

Max
2,70
Box
One Drive 2,95
ShareFile 2,43
3,81
Egnyte
Salesforce 1,61

A. Upload and download speed

Box
Min Average Average+σ Average-σ
0,82
1,82
1,44
2,48
1,12
2,37
1,80
3,48
0,61
1,47
1,02
2,65
1,45
2,44
1,99
3,15
0,66
1,53
1,22
2,05

DATA TRANSFER SPEED FROM ONE DRIVE

Max
3,01
Box
Google Drive 3,68
2,32
ShareFile
3,28
Egnyte
1,71
Salesforce

We divided experiments into two sections. The first part of
the experiments consists in a statistical analysis of the upload
and download speed of each cloud provider. The second part
includes analysis of mathematical model presented in Section
II and strategies described in Section III using obtained results.

TABLE I.

DOWNLOADING TIME AND SPEED

ShareFile
Min Average Average+σ Average-σ
0,25
0,96
0,57
3,09
0,23
0,76
0,49
1,68
0,57
1,03
0,78
1,50
0,57
1,06
0,82
1,48
0,52
1,07
0,81
1,55
DATA TRANSFER SPEED FROM EGNYTE
Egnyte
Min Average Average+σ Average-σ
2,13
2,13
2,94
2,37
1,61
1,61
7,13
2,18
2,02
2,02
3,82
2,61
0,62
0,62
1,95
0,89
1,21
1,21
1,42
1,25

TABLE VIII.

DATA TRANSFER SPEED FROM SALESFORCE
Max
1,39
1,12
1,32
1,18
1,37

Box
One Drive
Google Drive
ShareFile
Egnyte

Min
1,21
0,84
1,06
0,26
1,05

1.24

Salesforce
Average Average+σ Average-σ
1,32
1,28
1,36
1,05
0,98
1,13
1,22
1,16
1,29
0,77
0,50
1,73
1,26
1,20
1,34

1.22
1.20
1.18
1.16
1.14

B. Analysis
To see the difference between strategies, we use the model
described in Section III, and the average upload and download
speeds.
We consider = 6 and variation of = 2. .6, ignoring the
case, where = 1 as non-distributed case.

1.12
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TABLE IX.
86

Best/Best

UPLOAD AND DOWNLOAD TIME REDUCTION OF BB VS BA
AND AB
(k,n)

85
84

(2,2)
(2,3)
(3,3)
(2,4)
(3,4)
(4,4)
(2,5)
(3,5)
(4,5)
(5,5)
(2,6)
(3,6)
(4,6)
(5,6)
(6,6)

83
82
81
6.6

5.6

4.6

3.6

2.6

5.5

4.5

3.5

2.5

4.4

3.4

2.4

3.3

2.3

2.2

Any/Best

Any/Best

Figure 4. Upload speed of the strategies versus ( , )
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Best/Any

3.3

2.3

2.2

Best/Any

Best/Best

Figure 1. Download time of the strategies versus ( , )
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BB vs BA
download time
reduction %
3.25
3.25
1.31
3.25
1.31
0.73
3.25
1.31
0.73
0.49
3.25
1.31
0.73
0.49
0.00

BB vs AB
upload time
reduction %
2.34
4.96
4.96
4.81
4.81
4.81
2.21
2.21
2.21
2.21
0.00
0.00
0.00
0.00
0.00
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TABLE X.

UPLOAD AND DOWNLOAD SPEED INCREASE OF BB VS BA
AND AB

80
6.6

5.6

Any/Best

4.6

3.6

2.6

5.5

4.5

3.5

2.5

4.4

3.4

2.4

3.3

2.3

2.2

Best/Any

(k,n)

Best/Best
(2,2)
(2,3)
(3,3)
(2,4)
(3,4)
(4,4)
(2,5)
(3,5)
(4,5)
(5,5)
(2,6)
(3,6)
(4,6)
(5,6)
(6,6)

Figure 2. Upload time of the strategies versus ( , )
1.24
1.22
1.20
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1.16
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BB vs BA
download speed
increase %
3.36
3.36
1.33
3.36
1.33
0.73
3.36
1.33
0.73
0.50
3.36
1.33
0.73
0.50
0.00

BB vs AB
upload speed
increase %
2.39
5.22
5.22
5.05
5.05
5.05
2.26
2.26
2.26
2.26
0.00
0.00
0.00
0.00
0.00

From the results of the study, we can draw the following
conclusions:

Figure 3. Download speed of the strategies versus ( , )
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1. The highest speed of cloud access demonstrate (2,2), (3,3),
(4,4), (5,5), (6,6). However, schemes of the form (n, n) have the
highest probability of failure.

[4]

2. Tables III-VIII demonstrates high variability of the data
transfer speeds between clouds from 3.61 to 0.23 MBs.

[5]

3. Since we restrict our self to six cloud providers, the
strategies AB, BA, and BB show the same results on the
schemes: (2,6), (3,6), (4,6), (5,6), (6,6).

[6]

V. CONCLUSIONS
We propose an adaptive model of data storage in a
heterogeneous distributed cloud environment. For best load
balancing among cloud providers, we use secret sharing
schemes based on residue number system. The proposed
approach allows data access time minimization due to dynamic
data transfers between clouds.

[7]

[8]

Data transfer from one cloud provider to another increases
the probability of data distortion and errors. To detect, localize
and correct errors, we use error correction code mechanisms
based on RNS.

[9]

[10]

Theoretical analysis and experimental evaluation of our
scheme with six real data storage providers show speed
improvement up to 3.36 percent comparing with known static
approaches.

[11]

In the future work, we will study the potential of this
approach and consider methods to reduce the risks of
confidentiality, integrity and accessibility loss associated with
loss of information, long-term denial of access and leakage.

[12]
[13]

To increase the speed of data access, we suggest to use the
specialized API of each cloud provider. For the case of Google
[21], Dropbox [22], Box [23] and Sharefile [24], we use their
java wrapper for public REST API. Whereas for OneDrive [25],
Egnyte [26], and Salesforce [27], we use the Apache HttpClient
library [28] to access the public REST API.

[14]

Moreover, weighted secret sharing schemes can be used.
However, it could impose restrictions of the parameters of the
system.

[15]
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