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An important trend is to use multi-cloud storage systems [68]. In such systems, data is distributed among different cloud
providers. Due to the partially redundant storage of data using
the resources of different cloud storage services, it is possible to
achieve a high level of data availability and integrity, since the
probability of simultaneous failure of several cloud services at
once is quite small [3]. A similar idea is used for distributed file
systems, such as Hadoop [9], GFS [10], etc.
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INTRODUCTION

Distributed cloud storage systems are actively used in the
design of IT solutions. The volumes of stored data and the
number of users are constantly increasing. However, according
to security report of Cloud Security Alliance 2016 [4], there is a
high probability of a breach of confidentiality and integrity.

The idea of multi-cloud storage is widely used in scientific
researches. DepSky system [1] uses four different cloud
providers with ensuring confidentiality, availability, and
integrity of data. Another important example is the method of
distribution of large medical data using multi-cloud approach
[11].

An important part of the Quality of Service (QoS) of cloud
and distributed storage is the availability of data. Errors can
occur during writing, reading, storage, transmission, and
processing. They introduce changes to the original data, possible
loss or distortion. Moreover, storage service providers can
access the data. Data can be corrupted or revealed by hacker
attacks.

The basis of the algorithms is the Secret Sharing Schemes
(SSS) [12-13]. The SSS is a method for representing data in a
distributed form as a set of shares. The reconstruction of data in
its original form is possible only if certain conditions are met.
In Threshold Secret Sharing Schemes (TSSS), the condition
is the availability of a certain number of shares together. This
number must exceed a predetermined threshold. Each share is
associated with a single cloud provider or a distributed system
node. It is assumed that this provider or node does not have
access to the other shares. This allows ensuring confidentiality
because each share does not carry enough information about the
initial data.

The violation of availability can be caused by malfunctions
of equipment and network, as well as by other factors related,
for example, to the termination of the service or bankruptcy of
the provider.
To solve the data confidentiality, availability and integrity
issues many approaches are used [1-3]. The main drawback of
the most of them is the lack of a unified approach. Very often, a
single approach solves one or two issues but requires a
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combination of other approaches. This leads to a complication
of the system, which may be unacceptable in practice. For
example, symmetric and asymmetric encryption allows to
ensure confidentiality but does not affect the integrity and
availability of information. On the other hand, erasure codes [5]
increase the reliability of data storage, but it is not enough to
protect data from unauthorized access.

Abstract—In this paper, we propose a new approach to the
construction of computationally secure secret sharing scheme
based on the simultaneous use of the Residue Number System
(RNS), as the symmetric encryption, and the perfect AsmuthBloom secret sharing scheme. We combine the useful features of
Redundant RNS to design space efficient secret sharing scheme
with enough level of security and to control of data integrity. This
combination provides verifiability and achieves a high speed of
data processing.
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Considering redundancy and processing speed, the most
advantageous SSS is Computationally Secure SSS (CS SSS).
Such a scheme proposed by Krawczyk [14] has widespread use
in the cloud data storages [2, 8, 11, 15].

TABLE I.

CHARACTERISTICS OF METHODS OF PROVIDING RELIABILITY

Encryption Schemes

Availability

Redundancy

Replication

Integrity

Method

In this paper, we propose a new approach to the construction
of computationally secure secret sharing scheme. It is based on
the simultaneous use of the Residue Number System (RNS) [1617], as an approach for dispersal of data, symmetric encryption,
and the perfect Asmuth-Bloom SSS to ensure the security of
encryption key distribution [18]. Besides, the proposed solution
provides the possibility to verify the correctness of stored data
by using the correcting properties of the RNS without using
additional algorithms and without significant increase of the
overhead for data representation.

Confidentiality

OF DATA STORAGE IN CLOUD SYSTEMS

x

x

very high

high

low

x

Erasure Codes

x

medium

x

high

Information Dispersal Algorithms

low

x

medium

Perfect Secret Sharing Schemes

high

x

very high

medium

x

medium

Error Correction Codes

RNS is a non-positional numeral system that allows
representing the data in distributed form by operations on
residual classes. Both the Perfect Secret Sharing Schemes
(PSSS) [18] and Information Dispersal Algorithms (IDA) [19]
are constructed based on RNS. Furthermore, efficient error
correcting codes [17, 20-21] are proposed based on the RNS,
which are important components of data integrity control. Our
proposal is based on the structural simplicity of the RNS code,
which makes data encoding and decoding operations efficient.

SSSs combine the properties of information dispersal
schemes and cryptographic systems. Therefore, they have the
best capabilities for ensuring confidentiality, integrity, and
availability of data. This is confirmed by using SSS for the
organization of multi-cloud data storage [2-3, 7-8, 11, 13].

The paper is structured as follows. The next section briefly
reviews related works, models, and algorithms for
confidentiality, integrity and availability problems. Section 3
describes the main concepts of redundant residue number
system. Section 4 discusses properties of secret sharing schemes.
Section 5 presents our computationally secure verifiable SSS
based on RNS. Section 6 provides an experimental analysis.
Section 7 concludes with a summary of our study.

Perfect SSS [27-28] provides a high level of data
confidentiality but require high redundancy. Verifiable SSSs,
which also allow controlling data integrity [29], have high
redundancy. Among the perfect schemes for separating the
secret are the Shamir scheme [12] based on polynomial
interpolation, the Asmut-Bloom scheme[18, 30] based on the
RNS, and the Blackley scheme [31] based on intersections of
multidimensional hyperplanes of some geometric space.

II.

Computationally Secure SSS

The PSSSs are considered as a perfect secure in the
cryptographic sense, where the security means the inability to
recover the initial secret with an insufficient number of shares.

RELATED WORK

Storing data in public cloud storage requires special attention
to confidentiality, integrity, and availability. It is possible to
single out several methods used in practice, which provide all
three components of the reliable storage partially or completely.
It is necessary to take into account the peculiarities of the
architecture of many-cloud storage systems. An important
metric is the redundancy of the chosen approach, which affects
the cost and complexity of the system being designed.

All these schemes have one common drawback: they lead to
significant redundancy. Most often, SSSs are used for the
distribution of secret keys. However, high redundancy makes
them inapplicable in the multi-cloud storage.
One of the ways to reduce redundancy is computationally
secure secret sharing schemes [14]. The most common scheme
is proposed by Krawczyk [14]. It is a combination of symmetric
encryption, data distribution by the Rabin's IDA [24], and
perfect secret sharing by Shamir [12] to store the encryption key
along with the data. This approach has almost the same
redundancy as the Rabin scheme. Computationally secure
threshold SSSs guarantee that the secret cannot be recovered in
an acceptable time if the adversary has an insufficient amount of
data [14].

Table I shows the main types of approaches that can be used
to organize multi-cloud storage. Data replication is used in
practice [9-10] and provides availability and data integrity by its
duplication on each node of the system. This approach leads to
a very high level of redundancy, which may be unacceptable for
a multi-cloud storage model because of the higher cost of
resources in comparison with local distributed storage.
Encryption schemes solve only part of the problem associated
with data confidentiality.

The Rabin scheme achieves the minimum possible
redundancy to ensure the availability of data and, at the same
time, provide an acceptable level of confidentiality. Integrity
analysis can be implemented, for example, by replacing the
Rabin scheme with a structurally similar Reed-Solomon code
[26]. Such a scheme can ensure a maximum possible level of
data verification and integrity.

However, data replication [10], erasure codes [22], error
correction codes [23] and Information dispersal algorithms [24]
cannot be considered as mechanisms for ensuring
confidentiality. IDA and erasure codes ensure a high level of
data availability and, under some assumptions [25], data
integrity. Block error correction codes, such as Reed-Solomon
codes [26], ensure data integrity, but require large overhead for
organizing data storage and processing.
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However, the main disadvantage of the Rabin scheme is the
execution of matrix calculations in the Galois field
(2 ),
where
should be large enough to provide the necessary
cryptographic security.

where

REDUNDANT RESIDUE NUMBER SYSTEM

=

, = 1,2, … ,

mod

Moduli set { , , … , } defines a specific RNS. According
to the Chinese Reminder Theorem (CRT) [16], such
representation for any number from a range [0, ), where
=
⋅
⋅ …⋅
, are unique only if all
are pairwise coprime, i.e. gcd( , ) = 1, for all ≠ , , = 1,2, … , . The
number
is usually called the range of representation of
numbers in RNS.

The properties described above make RRNS useful in the
design of verifiable SSSs [36]. Our proposal combines all of the
useful features of RRNS to design efficient secret sharing
scheme with a high level of security and opportunity to control
data integrity.

≪ log
, such a representation can be used
Since log
in various areas. For example, RNS can be used for highperformance data processing using parallel computing facilities
[32]. This property is useful for distributed storage of data
dividing the data into practically equal parts.

IV.

The set of shares with numbers from set
=
, ,…,
, where ∈ 1,2, … , , ≠ , ≠ , and
≥
, is called the authorized coalition (subset) of secret shares.
There must be an algorithm for recovering the original secret .
, ,…,
, where 0 <
< is called
While, the set =
an unauthorized coalition (subset).

,

where | | is the multiplicative inversion of some number
modulo
. In [35], a simplification of this approach was
proposed. That approach based on the replacement of
calculations by the large modulus by calculations modulo 2 ,
which are much simpler in software and hardware
implementation. According to [35], =
and
=

PROPERTIES OF SECRET SHARING SCHEMES

Let ∈ is some information (secret) that belongs to the
secret space . TSSS with ( , ) parameters means that
information ∈ (secret) is divided into pieces (shares)
, ,…, ,
, … , so that it can be restored, if or more
shares are available, where 2 < < . The number is called
the threshold of the scheme.

To convert residues to the positional form of a number based
on RNS code, the following consequence of CRT is used:
=

− 1) −

The most important feature of RRNS is the ability to control
the integrity of information [17]. Subject to the conditions
described above imposed on the full range of RRNS, it is
possible to detect the presence of distortions in the −
residues of the number represented in the RRNS [17, 20-21].
For this, it is necessary to restore the positional value of
according to the full moduli set of RRNS { , , …
}. If the
obtained value ∗ ∈ [0, ) , then the obtained value can be
considered as a correct and assumed that = ∗ . Otherwise, if
∗
> , then in one or more of the residues there was a
distortion. At the same time, different algorithms [17, 20-21]
allow to localize the distortion, if it occurred in no more than
⌊( − )⁄2⌋ residues.

RNS is a non-positional numeral system, where every
number represented as a tuple of residues by division
modulo
from moduli set:
),

)(

If
<
for all
, = 1,2, … , , and
, = +
1, + 2, … , , then the loss of any − does not violate the
ability to restore the original number . This allows us to
achieve data availability in distributed storage. Note that, firstly,
the moduli in the full base system { , , …
} must be
pairwise relatively co-prime and, secondly, must belong to the
interval [0, ) and not belong to the interval [ , ), where
= ⋅
⋅ …⋅
is a full range of RRNS.

In this paper, we propose a verifiable computationally stable
SSS based on the encryption of data and their representation in
residual classes. Using RNS instead of the Rabin scheme leads
to the same redundancy, but significantly increases the speed of
encoding and decoding of data. Also, the correction properties
of RNS are used to implement data integrity control.

,…,

∑(

By adding to the moduli set { , , … , } redundant
moduli
,
,…,
and expanding the representation of
the number ∈ [0, ) residues
,
,…,
by division
by new moduli, we obtain RRNS, which has new properties.

Redundant Residue Number System (RRNS) is a convenient
tool for designing SSSs and error correction codes at the same
time [17]. Recently, RRNS is applied as a secret sharing scheme
for various applications, including cloud data storage [3, 7, 3234].

=( ,

= log

1 is the precomputed constants.

The CS-SSS proposed in this paper is devoid of this
drawback. Instead of the Rabin scheme, we propose to use RNS.
It avoids many complex operations by replacing matrix
computations over the polynomial finite field by modular
reduction.

III.

,

=

Security of the SSSs is based on the impossibility in an
acceptable time to recover the secret if there is any unauthorized
coalition of shares.
Perfect security is guaranteed by PSSS for which the
following condition [30] is satisfied.

,

∆
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:

∈

=

( ∈ )−

∈

:

∈

= 0,

where ∆( ) is a loss of entropy for the scheme for the set of
some possible shares of secret, ( ) is an informational entropy
according to Shannon for the chosen set .

The secret is encrypted by a strong secure symmetric-key
data encryption scheme
with a secret key . Obtained
( ) is divided into parts , , … ,
ciphertext =
using Information Rabin IDA. The secret key is also divided into
parts , , …
based on some PSSS (for example, Shamir
scheme). Hence, the shares of the secret are represented as =
( , ), = 1,2, … , .

The expression above means that the information entropy of
the secret space, in the presence of information about the secret
shares belonging to the unauthorized coalition , must coincide
with the information entropy of the given set in the absence of
any information about the shares.

To recover the secret, it is enough to obtain any shares and
use the schemes of Rabin and Shamir to get the values and ,
then decrypt the original secret .

The classic PSSS is the Shamir scheme [12], which is
actively used to store keys and other sensitive information. One
of the most important SSS based on RNS is the asymptotically
perfect Asmuth-Bloom ( , ) threshold scheme [30], where the
secret must be chosen from the interval [0, ). Moduli set is
chosen in such a way that the conditions
<
<⋯<
<⋯<
are performed and

In case of storage of a large amount of data in a multi-cloud
system, the key can be generated once for a large data block and
delivered for each storage separately. It allows reducing the
redundancy in comparison with the PSSS.
V.

>

A NEW COMPUTATIONALLY SECURE VERIFIABLE
SECRET SHARING BASED ON RRNS

A. Distribution and reconstruction procedures
Rabin’s Information Dispersal Algorithm can be classified
as a complex algorithm. A significant simplification is the use of
the RNS in place of the Rabin scheme. This section presents a
formal description of the proposed scheme.

To share a secret, a random number is generated such that =
+
< , where an initial secret and =
⋅
⋅ …⋅
. The secret shares are calculated by the rule = mod ,
where = 1,2, … , .

The RRNS moduli set { , , … , ,
,…,
} must
be chosen such that the sequence
, ,…,
is compact. Let
=
⋅
⋅ …⋅
and the secret belong to the interval
= [0, ). This can be achieved by dividing the original data
into chunks of log
bit in size. An important part of the
scheme is a strong secure encryption algorithm
with the
secret key and the decryption algorithm
. For
,
the size of the encrypted data must match the size of the source
data. The key is generated once for a large enough data block
(for example, the file or the set of files).

To recover the secret for any authorized coalition with the
numbers from , we use shares
, ,…,
as a number in
,
,…,
, to obtain the
the RNS with the moduli set
positional value
and the secret value using the rule =
mod
.
The asymptotic perfectness of the Asmuth-Bloom scheme
means [30] that a sequence
, , ,…,
can be chosen
< ε for any > 0. According to [37],
such that ∆ : ∈
such a sequence must be compact. A compact sequence is a
sequence of relatively prime numbers
<
<⋯<
,
<
+
where ∈ (0,1). The safety of the
such that
Asmut-Bloom scheme with a compact sequence as a moduli set
is based on the closeness of module sizes.

Distribution:
1) encrypt the initial secret
( );

based on the key

2) disperse the obtained data
into
according to rule = mod ;

From the definition of perfect and asymptotically PSSS, it
follows that such schemes require a significant redundancy. In
practice, the requirement of perfectness means that the size of
every share should be larger than the size of the secret. However,
such a high level of security is often not required in real systems,
while redundancy could be critical, for instance, in multi-cloud
data storages.

3) share the key
4)

-th share is

into
=( ,

parts

,

,…,

parts

,

:

=

,…,

by using PSSS;

) for all = 1,2, … , .

If
< , in stage 3 of PSSS, we can choose the AsmutBloom scheme with
= . Suppose further that there is some
authorized coalition of shares with numbers from
=
, ,…,
where ≤
≤ .

According to [14], CS SSS is a scheme with the property of
polynomial indistinguishability of inputs and outputs. This
property is usually used to define the computational security of
various cryptographic primitives [38].

Reconstruction (variant 1):
1) reconstruct the key
,
,…,
;

A secret sharing scheme is computationally secure if it is
impossible to establish the correspondence between shares
collected by unauthorized coalitions ,
and the secrets ,
obtained by that sets of shares, in polynomial time.

based on a combination of key’s parts

,
,…,
2) reconstruct the value based on residues
by conversion from RNS representation into binary form;

Such a scheme is the ( , ) threshold scheme by Krawczyk
[14], which provides the sharing of the secret in several stages.

3) reconstruct the initial secret by the rule =

( ).

A feature of the proposed scheme is the ability to verify the
secret due to the corrective properties of the RRNS. Known

703

algorithms for correcting errors in the RNS code can be used for
this [17, 20-21].

for the worst case of an unauthorized coalition ,
τ tends to
if the sequence
<
<⋯<
is compact.

It allows detecting distortions in
distortions in ⌊( − )⁄2⌋ residues.

However, by such a brute force attack, it is possible to find
just a value , which is the encrypted part of the secret. The
encryption key is shared using the perfect secret sharing scheme.
According to [14], this means that, even if it is possible to
truncate the space for brute force attack to recover
and
distinguish the values ,
with residues
,
,…,
,
,…,
, where
∈ , it is not possible to
and
distinguish the secrets and
without hacking the encryption
scheme
or reconstructing the key
based on the
incomplete set of shares
,
,…,
.

−

shares and localizing

To apply these features, the following version of the secret
reconstruction procedure is suggested. We assume that an
algorithm =
( , , … , ) , where = { , , … , } is
the numbers of undistorted residues, ≤ ℎ ≤ , 1 ≤ ≤ ,
≠ when ≠ , is used to localize distortions. Suppose we
have shares.
Reconstruction (variant 2, verifiable):
1) reconstruct the key
, ,…, ;

based on a combination of key’s parts

This proves that selecting perfect secure encryption scheme
and the PSSS for key sharing is important.

2) reconstruct the value ∗ based on residues , , … , by
conversion from RNS representation into binary form and
a)

It should be noted that it is expediently to generate a new key
for a large data block (for example, a file) in order to provide
a high complexity to key breaking algorithm on all stored data.

if ∗ < then there is no distortion in the stored data,
assume that = ∗ and go to stage 3,

To maintain a high cryptographic security level of the secret
sharing and the encryption scheme
, the value of key must
be large enough. It affects the selection of the RRNS parameters
and PSSS. The same requirements are applied to the scheme by
Krawczyk [14].

∗

≥
then made error localization
=
( , , … , ) and the value reconstructed by
, ,…,
, which do not contain the
residues
detected distorted residues;

b) if

3) reconstruct the initial secret by the rule =

( ).

VI.

In case the key is shared using the Asmut-Bloom scheme
the error detection and localization procedure similar to the stage
2 can be applied to provide the integrity of the secret key. It
should only be taken into account that for the Asmuth-Bloom
scheme, a different moduli set where each modulus has a larger
value should be used.

The main computational process of the proposed scheme
requires significant computing resources. It is the dispersal of
the encrypted secret using RNS.
In multi-cloud storage, the process of data distribution and
reconstruction can be repeated many times. To assure the
cryptographic security requirements, the size of the shares and,
therefore, the size of the secret must be large enough. In this
paper, we consider that the size of a single share is up to 256 bits.

B. Computational security of the proposed scheme
In this section, we will prove the computational security of
the proposed SSS. Let some secret has been shared by the
method described in the previous subsection and an adversary
has collected some unauthorized coalition of shares with
numbers from . Based on this coalition the adversary can
recreate the encrypted secret only partially by combining the
shares with numbers from . In this case, he obtains the value
determined by the next expression
=

mod

The classical Rabin IDA requires calculations in the Galois
(2 ) that is the basis for many forward error correction
field
schemes, where is the share size.
It leads to the operations on polynomials constructed over
the field
(2) and modulus, which is equal to an irreducible
polynomial in this field.
To distribute and recover data in the Rabin scheme, it is
necessary to multiply the vector of pieces of input data by a
pre-generated matrix of size × over the Galois field
(2 ).

,

. However, this is not enough to get the
where = ∑ ∈
+
value . From the expression above, it follows that =
. To accurately determine , it is necessary to find out the
unknown value . Since the values has a uniform distribution
over all possible values of the secret obtained after perfectly
secure encryption, value with an uniform probability may be
an any value from the interval
−

≤

<

PERFORMANCE ANALYSIS

One of the inverse submatrices is multiplied by a vector from
the available data parts to restore the original value of .
Usually, the Cauchy and Vandermonde matrices are used.
Matrix-vector multiplication requires ⋅ multiplications and
⋅ ( − 1) additions, which are polynomial or modular
operations depending on .

−

Such an operation entails significant computational costs. Its
computational complexity is ( ⋅ ⋅ ⋅ log log log ) of
bitwise operations.

This, in fact, means that adversary has to test exactly =
+
1 possible values of . It can be experimentally determined that

In contrast to the Rabin scheme, the proposed scheme is
based on RNS. For RNS, the operations of distribution and
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the reconstruction operation) and operations of encoding and
decoding data in RNS.

reconstruction of data are reduced to the conversion of the
number into the RNS and to the reverse conversion into the
binary representation, respectively.

Each iteration is fast in both algorithms. Therefore, for each
share size, 100 000 iterations are performed to obtain more
reliable results (Figure 1).

Forward RNS conversion leads to calculating the remainder
of the division of ∈ [0, ) by moduli
, ,…,
. The
reverse conversion can be performed according to the simplified
equation presented in Section III.

Figure 1 shows that encoding and decoding of data in RNS
are much faster in comparison with encoding (or decoding) by
the Rabin scheme.

Let is a smallest value such that
< 2 . Then, the
computational complexity of data encoding of forward RNS
conversion is equal to ( ⋅ ⋅ ).

Both phases of Rabin scheme are the same and performed as
the vector-matrix multiplication. Encoding time for Rabin
scheme is increased more smoothly in comparison with RNS
encoding/decoding. It is because the complexity of Rabin
scheme depends only on the size of shares.

To confirm the computational simplicity of the RNS in
comparison with the Rabin scheme, a complex of Java classes
are developed. The experiments are performed on a PC with
Windows 10, Intel Core i5 4200U for JRE 1.8.0_121. Irreducible
polynomials over a field of modulo 2 and RNS moduli sets are
selected for shares sizes from 32 to 256 bits (Table II). We study
data distribution and data recovering for (4,4) TSSS based on
both approaches.
TABLE II.

On the other hand, the complexity of RNS
decoding/encoding is depended also on the chosen moduli set.
Therefore, moduli have an impact on the speed of computation,
which is notable the Figure 1.
Obtained results coincide with our theoretical estimation of
the algorithm complexity. Difference between computational
complexity of encoding/decoding phases of Rabin scheme ( ⋅
⋅ ⋅ log log log ) and RNS encoding phase ( ⋅ ⋅ )
has the same order that the difference between the execution
times obtained during simulations.

IRREDUCIBLE POLYNOMIALS FOR RABIN SCHEME AND RNS
MODULI SETS WHICH WERE USED FOR MODELING

Share
sizes ,
bit

Irreducible polynomials for Rabin
scheme

32

+

+

+

64

+

+

+ +1

96

+

+

+

+1

+

+ +1

128

+

+

+ +1

160

+

+

+

192

+

+

+ +1

224

+

+

+

256

+

+

+

+1

+

+

+1

+1

RNS moduli sets
{

,

,

,

{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2
{2 , 2
2 + 3, 2

}

VII. CONCLUSION

+ 1,
+ 5}
+ 1,
+ 5}
+ 1,
+ 5}
+ 1,
+ 5}
+ 1,
+ 5}
+ 1,
+ 5}
+ 1,
+ 5}
+ 1,
+ 5}

We propose and analyze a new computationally secure secret
sharing scheme based on RNS. We show that our solution is
more efficient for data distributing than the Rabin scheme. It
avoids complex matrix operations in a polynomial finite field.
Moreover, it includes the approaches to data integrity control
based on the RRNS code. Our scheme is the combination of
RNS encoding with encryption to obtain a new property of secret
sharing based on RNS. The major advantage over conventional
SSSs and SSSs based on RNS is low data redundancy. It is
achieved by reducing the security level within acceptable limits.
One of the main contributions of our work is a strict proof of
computational security of the proposed scheme. An adversary
cannot reconstruct the secret with less than shares. Moreover,
our solution can tolerate up to faulty shareholders.

100000

These properties make the new CS SSS applicable for multicloud storage systems. It is verifiable and able to confirm the
correctness of the decoded secret. A distinctive feature of the
scheme is the using RRNS properties for verification. This
approach reduces the verification time in comparison with the
existing ones by reducing the number of operations with data.

1000

time, ms

10000

This scheme maintains confidentiality, integrity, and
availability of data. It combines advantages of computationally
secure secret sharing schemes with high-speed data processing
and verifiability.

100
32

64

96
Rabin

128 160 192 224
share size, bit
RNS Encode

256
RNS Decode
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