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Abstract Wireless sensor networks provide the means for
gathering vast amounts of data from physical phenomena,
and as such they are being used for applications such as
precision agriculture, habitat monitoring, and others. How-
ever, there is a need to provide higher level abstractions for
the development of applications, since accessing the data
from wireless sensor networks currently implies dealing with
very low-level constructs. We propose TinySOA, a service-
oriented architecture that allows programmers to access
wireless sensor networks from their applications by using a
simple service-oriented API via the language of their choice.
We show an implementation of TinySOA and the results of
an experiment where programmers developed an application
that exemplifies how easy Internet applications can integrate
sensor networks.

Keywords SOA · Web services · WSN

1 Introduction

Lower level issues, such as transmission, coding, medium
access, routing, etc., have captured most of the attention in
wireless sensor network (WSN) research; however, appli-
cation-level issues, such as programming abstractions, have
more recently started to receive their share of attention from
researchers and practitioners.
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Currently, if an application programmer wants to develop
a system for monitoring certain phenomena using a WSN, he
may need to learn a new language (e.g., NesC), a new pro-
gramming paradigm (e.g., component-based programming),
a new embedded operating system (e.g., TinyOS), and
probably even some details about the underlying hardware
platform; this situation is of course far from optimal, as an
application programmer should only concentrate on applica-
tion-level issues and ideally use the programming languages
and tools that he is accustomed to. Providing programmers
with adequate abstractions and tools for developing applica-
tions that can incorporate access to the resources provided
by WSN is an issue that has already caught the attention
of researchers. A notable example of work in this direction
is TAG [1] where the WSN is abstracted as a database and
data can be obtained by issuing SQL queries. The GSN pro-
ject [2] also features the zero-programming sensor network
deployment that we consider ideal; nevertheless, the subject
of our work is providing better abstractions to ease the bur-
den of WSN application development. The service-oriented
approach has been explored as an alternative, and we will
give more details about that in the following section.

We believe that the service-oriented approach provides
adequate abstractions for application developers, and that it
is a good way to integrate the Internet with WSN, thus for this
purpose we propose the TinySOA service-oriented architec-
ture and develop functional prototypes as proofs of concepts.
In the next section we talk about the related work; in Sect. 3,
we describe the design requirements that were taken into
account for the design of our architecture; then, in Sect. 4,
we give details regarding the different elements of the archi-
tecture, their roles and interactions; in Sect. 5, we describe
the implementation of a prototype of the conceptual frame-
work of TinySOA and TinyVisor, an application that acts
as proof of concept for the development with a real WSN.
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Section 6 presents an experiment where several programmers
were asked to develop a Web-enabled application to access
a WSN (using TinySOA) and show the results of this exper-
iment. Then, in Sect. 7, we give some concluding remarks
and outline future work.

2 Related work

Thanks to the higher abstraction level, the easiness of integra-
tion with other infrastructures/applications and several other
advantages, service-orientation has gradually gained atten-
tion.

One of the earlier works in taking the service-oriented
approach in the design of a middleware system for wire-
less sensor networks was presented by Golatowski et al. [3].
In their work they introduce (at a very high level) a simple
service-oriented model in which the responsibility for han-
dling the services requests is assigned to an external entity.
This external server works as a bridge between the requests
received from the exterior and the internal network function-
ality. Nevertheless, no details on how the components interact
between them, its characteristics or the protocols used, are
explained.

Delicato et al. [4–7] have been working on applying the
service-orientation model, specifically web services technol-
ogy, to WSN. In their first work [4], they introduce an archi-
tecture that using a directed diffusion [8] scheme tries to
achieve a low coupling between data dissemination and appli-
cation-specific characteristics. In the architecture, each node
is considered as a web services provider and the internal net-
work data is represented using binary XML. In their next
work [6], the approach is to introduce a generic and flexi-
ble interoperability layer that provides the basic functionally
required by any WSN. The middleware layer is comprises
the SOAP protocol and interfaces provided by WSDL docu-
ments. In another evolution of their work [5], they introduce
a reflective service-oriented middleware for WSN that, pro-
viding an abstract development model for WSN applications,
keeps the balance between quality of services requirements
and network life span. The middleware is in charge of tak-
ing decisions about the infrastructural network functionality
making adaptations where necessary, with or without appli-
cation interference. Finally, in their most recent refinement
[7], they introduce a proposal based on three main points: a
service-oriented development model, a standard interface to
access network data and a set of configurable services com-
ponents to support the development of applications and to
manage the network behavior at execution time. All these
proposals lack from a real WSN implementation (e.g. imple-
mentation with an actual WSN platform), thus, some real-
world problems could not be detected, affecting the adoption
and application of the architecture. Also, they use protocols

not designed for WSN in the internal logic as XML messages,
although they propose using dissemination protocols spe-
cific to WSN. One of the main disadvantages of SOAP is the
additional processing that it implies; using it in WSN would
require heavy resources making unviable the real application
of the proposal. In their last work, they made an implementa-
tion to evaluate the feasibility of the proposal, nevertheless it
was an emulation developed with Java components, not with
a real WSN platform.

3 Design requirements

One of the goals of TinySOA is to ease the construction of
middleware for hiding low-level details of WSN from appli-
cation programmers. Thus, we observe some WSN middle-
ware requirements [9] in our design:

– Abstraction. The middleware system should allow the
specification of tasks at a high level. It should also hide
as much as possible the hardware and distribution details
from the programmer.

– Efficiency. Special attention should be paid to energy con-
sumption.

– Programmability. It should be flexible, allowing for con-
figuration or reconfiguration of its features and function-
ing.

– Adaptability. The system should be able to adapt to net-
work changes to continue working correctly.

– Scalability. It should allow growth in the number of net-
work nodes and be prepared for it.

– Topology. It should provide mechanisms to support the
ever-changing network topology and guarantee its robust-
ness.

– Integration. It should allow the integration with external
infrastructures or even with other networks.

We also considered several design requirements [10] for
end users—typically biologists, meteorologists, etc.—who
need to use WSNs in their applications:

– Re-configurability. So that applications may be able to
change sampling rates, types of data collected, etc.

– Health monitoring. To know the overall network health.
For instance, by knowing the available energy level in
network nodes.

– Interpretable sensor readings. Readings should be
reported in engineering units (e.g., length in meters).

– Integration. There should exist means for integration with
other tools, and these means should be simple.

– Familiar API. At the level of abstraction expected by
application programmers, ideally ready to be used with
different programming languages.
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Fig. 1 Execution scenario
using TinySOA, where capture,
concentration and application
areas can be clearly
distinguished

– Extensibility. To be able to add new sensor types or new
data operators in the software installed at the network
nodes.

– Modularity in network services. For instance, to be able
to experiment with new solutions for routing, scheduling,
etc.

As our main objective is to facilitate the way develop-
ers access and control wireless sensor networks and inte-
grate them into their applications, we decided not to take
into account non-functional requirements such as quality of
service (QoS), security, and others. Although, these require-
ments are important to properly support the dynamics of
wireless sensor networks, we decided to let the low-level
software (the embedded OS) handle them.

Also, the current application scope of our proposal covers
just monitoring or visualization applications, but we have
included facilities for data streams into the design; those
stream feeds will allow TinySOA to be used in real time
applications. However, this kind of applications have a dif-
ferent set of requirements that were beyond the scope of our
presented work [11].

4 TinySOA: service-oriented architecture for WSN

Providing better abstractions to application programmers
has been a long-time motivation in software engineering.
Therefore, we have witnessed advances in programming me-
thodologies and paradigms ranging from sequential program-
ming, modular programming, object-oriented programming,
component-based programming, and more recently service-
oriented programming. This recent approach arises in
response to modern needs and complexities such as distrib-
uted software, application integration, as well as heteroge-
neity in platforms, protocols and devices, including Internet
integration.

The architecture we propose, named TinySOA, can be
well understood in terms of an execution scenario, such as
the one shown in Fig. 1. As shown there, all the operations
take place in three well-defined sections:

– Capture. The area where the WSN resides. Using the pub-
lish/subscribe model the WSN communicates its sensor
readings and also management information to “outside”
entities via a gateway (typically a sink node), which also
can be used to pass requests to the network.

– Concentration. This area is where most of the process-
ing takes place. All sensor data, and any other type of
information, received from the capture area is compiled
and classified for further use. Access to data and network
control is provided by a server enabled with web services.

– Application. Here can be found the monitoring, visuali-
zation, and other applications created using the services
provided by the concentration area.

Two types of services, internal and external, are provided
by the architecture. This is achieved with the intervention
of four components: node, gateway, registry and server, as
shown in Fig. 2 and described below.

4.1 Node

This component encapsulates all the functionality of a sens-
ing node, and resides in all sensing nodes in the network.
Nodes provide internal services. They have several subcom-
ponents for different purposes, such as service discovery,
reading sensors data, controlling actuators, and communi-
cating data and requests via a gateway from and to the net-
work. Also, the embedded operating system is an important
subcomponent that abstracts low levels details such as com-
munication with the hardware platform, topology control,
etc.
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Fig. 2 The main components
of the TinySOA architecture:
node, gateway, registry, and
server

The discovery mechanism is intended to promote the
implementation of generic sensor node software that through
an automatic hardware identification can determine what
sensing capabilities the node can provide and what type of
actuators it can control. If automatic identification is not pos-
sible, the component should just communicate pre-known
hardware capabilities.

4.2 Gateway

This component is typically located in a specialized node
or in a computer, and acts as a bridge between a WSN and
the outside world (e.g., the Internet). It is worth noting that
there can be several WSNs, as long as each one of them has
their own gateway. Several subcomponents provide the gate-
way functionality: a control subcomponent is in charge of
initializing all gateway activities, and also manages all other
subcomponents; another one deals with all the interaction
with internal services provided by the nodes; a message pro-
cessor handles registration and sensor reading messages, but
also interacts with the registry component.

At startup, this component receives the registration mes-
sages with the single capabilities of each node, then, aggre-
gating them, it knows what services the full network can
provide. We are using a data-approach model in which we
do not known who provides the services but we know that it is
provided. There is also an optional communication subcom-
ponent, whose purpose is to handle immediate requests that
need urgent attention without going through the task man-
agement registry subcomponent and also delivers data faster
because it skips the registry component.

4.3 Registry

All the information about the infrastructure is stored in this
component. Several subcomponents, in the form of regis-
tries, contain information about currently available (or past)
sensor networks, historical records of sensor readings and
control information, events indicated by the users of external
services, as well as task management scheduling information
(e.g., changing the sensors sampling rate). All these subcom-
ponents rely on a database management subcomponent.

4.4 Server

The main functionality here is to act as a provider of web
services, abstracting each available WSN as a separate web
service. These provide an interface to consult the services
offered by each of the networks, check the registry, con-
sult and register events and maintenance tasks. Additionally,
an information web service is set up, in which clients can
known how many different network web services are avail-
able and how to access them. The control subcomponent is in
charge of initializing the server, and an optional communica-
tion subcomponent allows to immediately send commands
to the network, without going through the task management
registry (interacting with its analogous subcomponent in the
gateway).

5 Implementation and tests

One of the intended purposes of TinySOA is to be used as a
basis for the construction of middleware systems that provide
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Fig. 3 Component diagram for
the middleware implementation
of the TinySOA architecture

appropriate abstractions for the development of applications
using WSN current technology. Therefore, in order to test the
feasibility of using TinySOA for such purposes, we imple-
mented a middleware system that integrates all the elements
in the architecture.1 Also, we developed several applications
with varying complexity running on top of this middleware
system; this allowed us to verify the advantages in devel-
opment time and ease of use that programmers would find
using our proposed architecture. The hardware platform for
our prototype includes MicaZ motes with MTS310CA sens-
ing boards, and MIB510 programming boards, all manufac-
tured by Crossbow Technology, Inc. This platform uses the
TinyOS [12] embedded operating system. The Gateway and
Server components where developed using Java, and Regis-
try consisted of a MySQL database.

Figure 3 shows the different components of TinySOA as
implemented in our prototype; as can be seen, the Node com-
ponent is located in the MicaZ motes, and the Gateway, Reg-
istry and Server components are located in a single computer
(although they could be located in different computers or
specialized devices). If more than one WSN is connected to
the system, each one should be associated with a different
instance of the Gateway component.

When a node starts working, it sends what services it can
offer (i.e., what types of sensors it has) and then publishes
them, so they can be available for other entities to use them;
of course, also the available sensor networks are registered.
This way, any program can just issue queries to the registry to

1 Implementation of the middleware system is open and available at
http://www.tinysoa.net/

find out what networks are available, what services they offer,
etc., through a simple API (see Fig. 4). As can be seen, the
API provides functions to obtain information about the net-
work(s), including network ID, name and description, as well
as a listing of nodes, sensing parameters, times, and actua-
tors; there are also functions to manage events, readings, and
tasks.

6 Applications and evaluation

Having implemented the TinySOA’s prototype, we construc-
ted several applications that were later integrated into a sys-
tem called TinyVisor. This system comprehends most of the
tools needed in a monitoring application. Its use scenario and
implementation details are next discussed:

– At startup, TinyVisor asks for the URL of a TinySOA
server, it must be provided in order to locate the informa-
tion and network web services.

– Once connected to the server, it proceeds to open the
information web service and sends a request to know how
many different network web services there are.

– An interactive dialog (Fig. 5a) is then displayed, this dia-
log shows the information related to the available WSNs
including the name, description, and web service URL;
from there it is possible to select the network that is going
to be used for monitoring and visualization.

– On the network is selected, the information regarding its
nodes and the sensed data can be visualized either in data
mode graph mode, or topology mode (Fig. 5b, c, and d,
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Fig. 4 Functions that can be
called from any program via a
web services interface to access
WSN for monitoring, control
and visualization

Fig. 5 The TinyVisor system showing a the network selection dialog, and the network visualization in b data, c graph, and d topology modes

respectively). This information is obtained by using the
API methods provided by the selected network web ser-
vice (for sensed data, primarly the Readings Management
methods group, see Fig. 4).

TinyVisor was developed using the Java programming lan-
guage, but any other language could have been used, provided
that it has the capabilities for accessing web services; in fact,
we have developed several other simple applications using
languages such as PHP and C#, for proofs of concepts.

6.1 Case study

TinySOA’s implementation is currently used in a field res-
earch where a wireless sensor network is used to study the
growth of crops. The objective of the study is to propose a
decision support system (DSS) to predict the growth of dif-
ferent crops in the region. To accomplish this, huge amounts
of real historical data are needed.

Using our middleware, researchers just needed to install
the software into the sensor nodes (the Node component). In
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this case, 9 MicaZ sensor nodes with MTS400 sensor acqui-
sition boards (both from Crossbow Technology, Inc.) were
used. Also, they needed to set up a server running the Gate-
way, Registry and Server components. Once the software
was installed they proceeded to physically deploy the sensor
nodes in the greenhouse where the environmental conditions
were going to be monitored. Researchers were interested in
moisture, barometric pressure, temperature, and luminosity
readings.

After deploying the sensor network, the initialization stage
started and when the nodes were turned on they reported the
sensing parameters they were able to report. In this case, the
sensing capabilities of the MTS400 acquisition board were
sent. After receiving some registry messages, a network web
service to access the deployed sensor network was available
through the Server component.

When the initialization stage was over, the Gateway com-
ponent sent a subscription message to all the nodes in the
network to start pulling data from them (at 15-min inter-
vals which is the default data rate). The data was then stored
into to the Registry component, until a request for data was
received.

Using TinySOA, researchers were able to concentrate on
the decision support system definition rather than on low-
level communication issues with the wireless sensor net-
work. The core mechanism of their system was based on the
degree-days method [13]. Their system uses the services pro-
vided by our infrastructure to request the maximum and min-
imum reading values for a given date. For this, they used the
getStatistic(statistic, from, to, sensor)
method from the TinySOA’s API. This method retrieves a
given statistic for a specified data range an a sensor type.
Thanks to the use of web services, data is delivered into an
object representation native to the programming language
being used. For a set of data, a vector of reading objects is
returned, each object containing the reading type and value
and also a time-stamp indicating when the reading was first
received by the Gateway. For a single value request such as
the maximum temperature of a day, the data is returned in a
string representation containing the result.

The sensor network continued gathering data for 6 months.
After that, researchers were able to redeploy the Registry and
Server components without needing an active sensor network
to retrieve the stored data for more tests and later analyses.

6.2 Evaluation experiment

We conducted an experiment with the objective of evaluating
the degree to which TinySOA can help application develop-
ers. We had the collaboration of 13 programmers, all of them
had previous experience in the development of traditional
desktop applications. The test population included program-
mers that were already experts in the development of WSN

applications, but also people that were absolute beginners in
the area. The objective of the experiment was the develop-
ment of a simple application in the language of their choice
using the tools provided by TinySOA. Afterwards, an opinion
poll was applied to collect their experience with our proposed
prototype.

To guide the evaluation process, four hypotheses were
defined:

– Abstraction. The API provided is easy to use and also pro-
vides a proper and simple abstraction for the development
of monitoring and visualization WSN applications.

– Integration. The system allows easy integration with other
tools.

– Extensibility. The system allows easy extension of the
sensor node software.

– Intention of use. It is easy to reconfigure the system to
allow its use in other application scenarios.

At the end of the experiment an opinion poll was applied
to each of the participants, in order to measure the program-
mer’s perception of the system and to get their comments
about their general experience in the development of WSN
applications with TinySOA. Also, the opinion poll measured
the user’s acceptance of the technology. To do this, we used
the technology acceptance model (TAM) [14]. The TAM-
based opinion poll focused on three factors: perceived appli-
cation usefulness, perceived ease-of-use and intention of use.

Figure 6 shows the requested monitoring application. To
build it, developers were asked to use only the web ser-
vices provided by TinySOA to communicate with an already
deployed sensor network in order to obtain the temperature
sensed. The simple application would show a label and a but-
ton, where the label would indicate the average temperature
in the network and clicking on the button would refresh the
temperature reading. Specifically, only the getLastRea-
dings() method of the web service is needed; this method
returns a list with the last reading obtained by sensor nodes,
so the developer just needs to calculate the average and dis-
play it on the label.

Before continuing with the experiment and the results,
consider that in a typical WSN application development

Fig. 6 The application developed during the experiment
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scenario, to build the same requested application, novel devel-
opers would face a series of difficulties. TinyOS is based
on a component paradigm and uses the NesC programming
language; for many programmers this paradigm is far more
different and complex than the one they are used to, and not
only they need to learn this paradigm but they also have to
learn the NesC language. So, developers are confronted with
having to learn and find whatever specific sensor components
are suitable for the available sensor hardware (e.g. specific
radio, processor and sensor components), to learn what Tiny-
OS low-level components (e.g. communication, routing) are
suitable for the application scenario they need, to learn how
to put all together and how to get the required application
working. Commonly this whole process implies a very high
learning curve, taking the novel WSN programmers weeks or
even months to overcome this obstacle. But programming the
WSN is not the only thing needed, as the required application
operates remotely, so they need to develop a gateway appli-
cation that works as a bridge between the sensor network and
the Internet (and to deal with the problems that this implies).
Finally, they need to develop and deploy the requested appli-
cation using whatever mechanisms they choose to connect to
the gateway application.

For the experiment, we used desktop computers with Inter-
net access and all the facilities for the development of Java
and C# applications. These computers were located in a labo-
ratory room. In a contiguous room, a working sensor network
with the TinySOA system and a server were deployed. The
server (running TinySOA Gateway, Registry and Server) was
used by the programmers in the laboratory.

A single evaluation session was conducted. At the start
of the session the participants were briefly introduced to the
WSN area, and also to the TinySOA system, detailing its
components, the provided services and how to use them in
the development of WSN applications. Once the introduction
was completed, the programming task was posed; to carry
this out, the participants chose the programming language
and the development environment of their choice. To support
them, we provided the TinySOA documentation detailing the
services, the methods and the object classes.

In order to corroborate the validity of the four hypotheses,
we gathered information through an opinion poll that con-
sisted of questions-statements in five groups. The first four
for each of these hypotheses (5, 2, 1 and 2 questions, respec-
tively); the last one (TAM-based) allowed us to measure the
general system acceptance in terms of perceived application
usefulness (3 questions), perceived ease-of-use (4 questions)
and intention of use (2 questions). The 19 question-state-
ments were evaluated according to a Likert [15] scale ranging
from “strongly disagree” (a value of 1) to “strongly agree”
(a value of 7).

As can be seen on the overview of results (Table 1), each
of the groups was evaluated with values near 6 (in a range of

Table 1 Overview of results by group

Group/hypothesis Experts Beginners Both

Avg. SD Avg. SD Avg. SD

Abstraction 6.93 0.12 6.30 0.69 6.45 0.78

Integration 6.33 0.58 6.20 0.63 6.23 0.52

Extensibility 6.00 1.00 5.60 0.84 5.69 0.85

Reconfigurability 6.00 0.50 5.80 0.91 5.85 0.84

Table 2 Results from the TAM model questions group

TAM factor Experts Beginners Both

Avg. SD Avg. SD Avg. SD

Perceived easy-of-use 6.42 0.83 6.28 0.93 6.31 0.89

Application usefulness 6.56 0.38 6.33 0.69 6.38 0.56

Intention of use 6.83 0.29 6.15 0.90 6.31 0.85

1–7) that correspond to “certainly agree”. Hence, we can say
that the participants agree that the system complies with the
hypotheses previously stated. A similar result was obtained
from the application of the TAM model (Table 2), since the
programmers’ perception was that it would not be difficult to
learn how to use the system; they also agreed that the system
would be very useful for the development of visualization
and monitoring applications. Furthermore, according to the
results we can affirm that there is disposition to adoption of
this technology.

In addition to the questions, we allowed the possibility
to let the participants suggest improvements the system and
to give us general comments as well. One of the most com-
mon suggestions was the development of a system distri-
bution package including documentation, examples and the
integration of TinySOA with popular IDE tools like Eclipse,
NetBeans, and others. On the general comments section, the
programmers highlighted the time it took them to build the
test application, and the number of lines of code (around
15 lines of code for the connection, request and processing).
Without TinySOA, beginner programmers would have had to
familiarize with the component paradigm, write the sensing
software and the creation of the network link to accomplish
the same task, taking them far more time that the 25 min-
utes it took them for the experiment. They also stated that
the documentation provided was good enough to guide them
without problems through the use of the system.

In conclusion, the participants showed good disposition to
the adoption of this technology and stated that with
TinySOA they can develop Internet-enabled applications with
WSN without the need to worry by about low-level logic or
connectivity issues.
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7 Conclusions

Although WSN is a very active research area, higher-level
abstractions that simplify the development of applications
using WSN are still needed. To use a sensor network for the
development of an application currently implies dealing with
low-level aspects. With this in mind, we propose TinySOA,
a service-oriented architecture that allows programmers to
access wireless sensor networks from their applications by
using a simple service-oriented API via the language of their
choice.

We evaluated our proposal by using two approaches:
developing applications to exemplify its use and potential
and conducting an experiment with a real programmer pop-
ulation to assess their perception and intention of use.

We developed many simple applications using the services
and features provided by TinySOA. Some of these sample
applications became TinyVisor, a monitoring and visualiza-
tion system. For this we used many different programming
languages to show that it is possible to use a sensor network
without being aware of specific programming language, net-
work or hardware related issues. A more complex application
for a real-world problem (agricultural monitoring) was also
developed and has been in use for several months.

We also conducted an experiment with a population of
13 programmers, both novice and experts in WSN develop-
ment. We asked them to develop a simple application using
whatever tools they are used to; the purpose of this experi-
ment was to verify our objectives and to allow us to measure
the degree to which TinySOA can help application develop-
ers. The experiment results indicate the validity of the pro-
posed approach in encouraging and facilitating the use of
wireless sensor networks, and proved that our objectives were
correctly addressed. This is clearly shown by the time the pro-
grammers took to develop the test application even when they
were not familiar with WSN. They also stated that they could
easily use TinySOA to integrate WSN in a real application.

The use of the service-oriented approach in the design of
new middleware systems for wireless sensor network seems
to be gaining attention. The real programmers’ needs are
beginning to be the center of design attention. However, more
research is needed to make the integration with Internet trans-
parent, and more important, to make the use of this new
infrastructures as easy and simple as traditional application
development.
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