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IntroductIon
 

Recently, wireless sensor networks (WSN) have 
gained great popularity, mainly because they 
provide a low cost alternative to solving a great 
variety of real-world problems (Akyildiz, Su, & 
Sankarasubramaniam, 2003). Their low cost en-
ableds the deployment of large amounts of sensor 
nodes (in the order of thousands, and in the future 
perhaps millions), which most of the time operate 
under harsh environments. WSN present extreme 

AbstrAct

In this chapter we present the growing challenges related to security in wireless sensor networks. We 
show possible attack scenarios and evidence the easiness of perpetrating several types of attacks due to 
the extreme resource limitations that wireless sensor networks are subjected to. Nevertheless, we show 
that security is a feasible goal in this resource-limited environment; to prove that security is possible we 
survey several proposed sensor network security protocols targeted to different layers in the protocol 
stack. The work surveyed in this chapter enable several protection mechanisms vs. well documented 
network attacks. Finally, we summarize the work that has been done in the area and present a series of 
ongoing challenges for future work.

resource limitations, mainly in available memory 
space and energy source. Both limitations represent 
great obstacles for the integration of traditional 
security techniques. The highly unreliable com-
munication channels that are used in WSN and 
the fact that they operate unattended make the 
integration of security techniques even harder. 

Wireless sensor networks today offer the pro-
cessing capabilities of computers of a few decades 
ago and the industry’s trend is to reduce the cost 
of wireless sensing nodes while maintaining the 
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same processing power. Based on this idea, many 
researchers have started to face the challenge of 
maximizing processing capabilities and reduc-
ing energy consumption while protecting sensor 
networks from possible attacks.

bAckground

WSN have many more limitations than other tradi-
tional computer networks. Due to these limitations, 
it is unfeasible to use the traditional security ap-
proaches in these resource-constrained networks. 
Thus, to develop efficient security techniques, it is 
imperative to consider the limitations involved.

Extremely Limited resources

Every security mechanism requires a certain 
amount of resources for its implementation, 
these resources include data memory, program 
memory, and energy source to power the sensor 
node; however, these resources are very scarce in 
sensor nodes.

•	 Memory limitations. In order to implement an 
efficient security mechanism, the algorithm 
used for such implementation must have a 
small footprint.

•	 Energy limitations. When including security 
mechanisms, careful attention should be paid 
to energy-depleting factors including the con-
sumed energy in computation of the security 
functions (i.e., encrypt, decrypt, data signa-
tures, signature verification), the consumed 
energy of additional security related data 
transmissions or overhead (i.e., initialization 
vectors required for encrypt/decrypt), and the 
energy spent in storing the security related 
parameters (i.e., cryptographic keys).

Highly unreliable communication 
Medium

Unreliable communication is another threat to 
WSN. The security relies heavily on a defined 
protocol, which depends on communication.

•	 Unreliable transfers. The packets can be 
corrupted or even discarded due to errors in 
the communication channel or to congested 
nodes which results in packet loss; as a con-
sequence, application developers are forced 
to allocate extra resources for error handling. 
Most importantly is the fact that if a protocol 
does not have the appropriate mechanisms 
for error handling, packets including criti-
cal security information could be lost (e.g., 
a cryptographic key).

• Conflicts. Even if we had a reliable communi-
cation channel, the communication still could 
be unreliable due to the broadcast nature of 
sensor networks. If a collision occurs in the 
middle of a transfer, there would be conflicts 
and the transfer itself would fail. On a highly 
populated network this can be a big problem, 
as has already been pointed out (Akyildiz, Su, 
Sankarasubramaniam, & Cayirci, 2002).

• 	Latency. Multihop routing, network conges-
tion, and in-network processing can introduce 
latency to the network, making synchroniza-
tion difficult between nodes. Synchronization 
problems can be critical for network security 
mechanisms that rely on error reporting and 
cryptographic key distribution. Some real/
time communications techniques could be 
used in WSN (Stankovic, Abdelzaher, Lu, 
Sha, & Hou, 2003).

unattended operation

On most wireless sensor network applications, 
nodes are left unattended for long time periods. The 
three main disadvantages of leaving the network 
unattended are:

•	 Exposure to physical attacks. The network 
can be deployed in an environment open 
to adversaries, in undesirable climatologic 
conditions, and so forth. Thus, the probability 
of a node suffering a physical attack is much 
higher than in typical computers on traditional 
networks, which normally are placed on a 
secure location and only face attacks through 
the network.
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•	 Remote management. Remote network 
management makes practically impossible 
the detection of physical attacks or network 
maintenance problems. The most extreme 
example is perhaps when a node is being 
used on a military battlefield reconnaissance 
application; in that case the node would no 
longer have physical contact with the user 
once deployed. 

•	 No central point of administration. A sensor 
network must be distributed, with no central 
point of administration. However, if its design 
is not adequate, network organization would 
be hard, inefficient, and fragile.

Summarizing, the time the sensor network 
spends unattended is directly proportional to the 
probability of an adversary performing an attack 
on any of its nodes.

security requirements

Wireless sensor networks share many character-
istics with traditional networks, including their 
security requirements; however, they also introduce 
several requirements that are exclusive to them. 

Data Confidentiality

Data confidentiality is the biggest problem in net-
work security. Every network with any security ap-
proach would probably address this issue before any 
other. In sensor networks, confidentiality relates 
to the following (Carman, Kruus, & Matt, 2000; 
Perrig, Szewczyk, Tygar, Wen, & Culler, 2002):

•	 A sensor node must not filter sensor readings 
to its neighbors; particularly on military ap-
plications where the stored data in a node 
can be highly confidential.

•	 On many applications, the nodes need to 
communicate highly confidential data (i.e., 
key distribution), thus, it is very important 
to build a secure communication channel in 
WSN.

•	 The nodes’ public information, such as 
their identity and their public keys, can be 

encrypted to a certain extent for protecting 
against traffic analysis attacks.

The traditional approach for keeping confi-
dential information secret is to encrypt it using a 
secret key that only the destination node knows, 
thus, resulting in confidentiality.

Data Integrity

With the implementation of confidentiality an ad-
versary may be unable to steal any data from the 
sensor network. However, this does not imply that 
the data are secure. The adversary could still be 
able to modify the data to the degree of affecting 
the overall operation of the network. For instance, 
a malicious user may add or remove certain frag-
ments to a packet. Then, this packet could be sent to 
its original destination. The data loss or corruption 
can occur even without the presence of a malicious 
user due to harsh environmental conditions. Thus, 
data integrity helps to assure that the received data 
have not been modified in transit.

Data Freshness

Even though data confidentiality and integrity has 
been achieved, we must assure that each message 
is fresh. Data freshness suggests that the data are 
recent, and assures that no old message has been 
resent. This requirement is especially important 
when shared keys strategies are being used. Typi-
cally, shared keys need to be renewed over time. 
However, it takes time to propagate the new keys 
through the entire network. Under this scheme, 
it would be easy for an adversary to perpetrate 
a packet replay attack. Furthermore, it would be 
easy to corrupt the operation of the network if the 
nodes are not well informed of the time at which 
the key will change. To solve this problem, a time 
dependent counter may be added to the packet for 
assuring data freshness.

Authentication

Besides modifying packets, an adversary can also 
potentially alter the flow of the packets through 
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the addition of fake packets to the network. Con-
sequently, the adversary can make  receiving node 
believe that the data comes from an authentic 
source. Additionally, authentication is needed for 
several administrative tasks (i.e., dynamic network 
reprogramming, controlling node duty cycle). Thus, 
we can determine that message authentication is 
important for many sensor network applications.

Availability

Adjusting current traditional encryption algo-
rithms to sensor network implies an additional 
cost. Some approaches suggest modifying code to 
favor code reutilization as much as possible. Other 
approaches tend to use additional communication 
to achieve the same goal. Other more radical ap-
proaches impose restrictions to the data or propose 
less robust schemes (like centralized schemes) to 
simplify algorithms. But all of these approaches 
decrease the level of availability of the nodes and 
consequently, the availability of the entire network 
for the following reasons:

•	 The introduction of additional processing 
results in additional power consumption. If 
we exhaust the available energy of a node, 
its data would no longer be available.

•	 Introducing additional communication 
operations also consumes more energy. 
Furthermore, adding more communication 
considerably increases the probability of 
generating a collision.

•	 If we introduce a centralized scheme, it 
would only have a single point, which can 
be a constant threat to the availability of the 
entire network.

The implementation of security mechanisms 
not only interferes with network operation, it also 
can considerably affect availability of the entire 
network.

Autoconfiguration

WSN are an extreme case of ad hoc networks, 
which require that each node be independent and 

flexible for configuring itself according to several 
situations. There is no fixed infrastructure to ad-
minister a sensor network. This also brings a great 
challenge for security in this type of networks. 
For instance, the dynamic nature of the network 
suggest of preinstalling a key shared between the 
base station and the rest of the nodes (Eschenauer 
& Gligor, 2002). Several schemes of random key 
distribution have been proposed in the context 
of symmetric encryption techniques (Chan, Per-
rig, & Song, 2003; Eschenauer & Gligor, 2002; 
Hwang & Kim, 2004; Liu, Li, & Ning, 2005). In 
the area of public key cryptography on wireless 
sensor networks, this same dynamicity requires 
efficient mechanisms for key distribution. WSN 
must autoconfigure for key management and for 
establishing trust relationships among nodes, in 
a similar way as they autoconfigure to perform 
multihop routing.

If a sensor network lacks of autoconfiguration, 
the damage done by an adversary or even by the 
hostile environment could be fatal.

security Attacks on Wireless sensor 
networks

The nature of the WSN makes them vulnerable 
to several types of attacks. Such attacks can be 
perpetrated in a variety of ways, most notably are 
the denial or service attacks (DoS), but there are 
also traffic analysis attacks, eavesdropping, physi-
cal attacks, and others. DoS attacks in wireless 
sensor networks go from simple communication 
channel saturation techniques to more sophisticated 
designed to tamper with the message authentication 
code (MAC) layer protocol (Perrig, Stankovic, & 
Wagner, 2004).

Due to the great differences in available energy 
and computational power, protecting against a well 
designed denial-of-service attack is practically 
impossible. A more powerful node could easily 
block any other normal node, and consequently, 
prevent the sensor network from performing its 
function.

We can observe that attacks on sensor networks 
are not exclusively restricted to denial-of-service 
attacks; among these other types of attacks we can 
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include compromised nodes, attacks to routing 
protocols, and physical attacks.

Attack scenario

To propose and develop efficient prevention and 
recuperation mechanisms for attacks on wire-
less sensor networks it is important to know and 
understand the nature of the potential adversar-
ies; these can be classified in two groups (Karlof 
&Wagner, 2003): mote class adversaries and laptop 
class adversaries. In the first case, the adversary 
has access to sensor nodes. In contrast, the laptop 
class adversary has access to more powerful de-
vices such as personal computers, PDAs, and so 
forth. Thus, in this case, the devices have many 
advantages over legit nodes: larger energy source, 
more powerful processors, and they could also 
have high-power transmitters or a highly sensitive 
antenna to eavesdrop on traffic.

A laptop class adversary can produce more dam-
age as opposed to an adversary that only has access 
to a few sensor nodes. For instance, a sensor node 
can only block radio links in a small neighborhood 
while an adversary with a laptop computer could 
block the entire sensor network with the help of a 
more powerful transmitter. Furthermore, a laptop 
class adversary could potentially eavesdrop on the 
traffic of the entire network, while a mote class 
adversary could only eavesdrop on the traffic in 
a very limited area.

Another commonly used adversary classifica-
tion considers external and internal adversaries. 
Previously, we discussed external attacks, where 
the adversaries do not have any access to the sen-
sor network. Conversely, internal attacks are those 
perpetrated by an authorized participant in the 
network that has turned malicious. Internal attacks 
can be mounted from compromised nodes that are 
executing malicious codes or from laptop comput-
ers that have access to cryptographic materials, 
data, and codes from authorized nodes.

Attacks to Routing Protocols

Most routing protocols for WSN are very simple; 
due to this simplicity, they are generally more vul-

nerable to attacks than their counterparts in ad hoc 
networks. Most attacks on network layer protocols 
fall into one of the following categories:

•	 Spoofed, altered, or replayed routing informa-
tion. This attack is directed toward the routing 
information that is exchanged between nodes. 
By spoofing, altering, or replaying routing 
information, the adversaries could potentially 
create routing loops, attract or repel network 
traffic, lengthen or shorten routes, generate 
fake error messages, partition the network, 
increase node to node latency, and so forth.

•	 Selective forwarding. Multihop networks 
often operate assuming faithfully that mes-
sages will be received by their destination. 
On a selective forwarding attack, malicious 
nodes could prevent forwarding certain mes-
sages or even discard them; consequently, 
these messages would not propagate through 
the network. A simple form of this attack is 
very easy to be detected because the neigh-
bor nodes could easily infer that the route 
is no longer valid and use an alternate one. 
A more subtle form of this attack is when 
and adversary selectively forwards packets. 
Therefore, if an adversary is interested in 
suppressing or modifying packets that come 
from certain source, the adversary could se-
lectively forward the rest of the traffic, thus, 
the adversary would not raise any suspicion 
of the attack.

•	 Sinkhole attacks. In a sinkhole attack, the 
goal of the adversary is to attract all the traf-
fic to a certain area or the network through 
a compromised node, creating a sinkhole 
(metaphorically speaking). Due to the fact 
that the nodes that are located across the route 
have the ability to alter application data, the 
sinkhole attacks could facilitate other types 
of attacks (like selective forwarding for in-
stance).

•	 Sybil attacks. In a Sybil attack (Douceur, 
2002), a node presents multiple identities to 
the rest of the nodes. Sybil attacks are a threat 
to geographical routing protocols, since they 
require the exchange of coordinates for effi-
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cient packet routing. Ideally, we would expect 
that a node only sends a set of coordinates, 
but under a Sybil attack, an adversary could 
pretend to be in many places at once.

•	 Wormhole attacks. In a wormhole attack 
(Hu, Perrig, & Johnson, 2002) an adversary 
builds a virtual tunnel through a low latency 
link that takes the messages from one part of 
the network and forwards them to another. 
The simplest case of this attack is when one 
node is located between two other nodes that 
are forwarding. However, wormhole attacks 
commonly involve two distant nodes that 
are colluded to underestimate the distance 
between them and forward packets through 
an external communication channel that is 
only available to the adversary.

•	 HELLO flood attacks. Some protocols require 
nodes to send HELLO packets to advertise 
themselves to their neighbors. If a node re-
ceives such packet, it would assume that it is 
inside the RF range of the node that sent that 
packet. However, this assumption could be 
false because a laptop class adversary could 
easily send these packets with enough power 
to convince all the network nodes that the 
adversary is their neighbor. Consequently, 
nodes close to the adversary may try to use 
the adversary as a route to the base station, 
while nodes further away would send packets 
directly to the adversary. But the transmission 
power of those nodes is much less that the 
adversary’s, thus, the packets would get lost, 
and that would create a state of confusion in 
the sensor network.

•	 Acknowledgement spoofing. Some routing 
algorithms require the use of acknowledge-
ment signals (ACK). In this case, an adversary 
could spoof this signal in response to the 
packets that the adversary listens to. This 
results in convincing the transmitting node 
that a weak link is strong. Thus, an adversary 
could perform a selective forwarding attack 
after spoofing ACK signals to the node that 
the adversary intends to attack.

Attacks to Data Aggregation Techniques

Data aggregation in wireless sensor networks can 
significantly reduce communication overhead 
compared to all the nodes sending their data 
to the base station. However, data aggregation 
complicates even more network security. This is 
due to the fact that every intermediate node could 
potentially modify, forge, or discard messages. 
Therefore, a single compromised node could be 
able to alter the final aggregation value. Intruder 
node and compromised node attacks are two major 
threats to security in sensor networks that use data 
aggregation techniques.

Physical Attacks

Sensor networks often operate in hostile environ-
ments. In those environments, the size of the nodes 
plus the unattended operation mode contributes 
to make them very vulnerable to physical attacks 
(i.e., node destruction) (Wang, Gu, Schosek, 
Chellappan, & Xuan, 2005c). In contrast to other 
types of attacks, physical attacks destroy the nodes 
permanently, thus, their loss is irreversible. For 
instance, an adversary could extract cryptographic 
keys, alter the node’s circuitry, and reprogram it 
or replace it with malicious nodes (Wang, Gu, 
Chellappan, Xuan, & Lai, 2005b). Previous work 
shows that a Berkeley MICA2 mote (one of the 
most commonly used in the research community) 
can be compromised in less than a minute. Even 
though these results are not surprising, because 
MICA2 motes do not have any physical protec-
tion mechanism, they give us a good idea of what 
a well-trained adversary can do.

defense countermeasures

In this section we will present some security 
mechanisms that have been proposed in the lit-
erature and that help in meeting the security 
requirements discussed earlier. For this purpose, 
we will begin by discussing the key establishment 
process in WSN which is the base for security in 
this type of networks. We will follow that with a 
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description of security mechanisms for preventing 
denial-of-service attacks, defense against routing 
protocol attacks, how to protect from traffic analy-
sis attacks, defending against sensor node privacy 
attacks, and protection against physical and data 
aggregation attacks. 

Key Establishment Process

One important aspect of security that has received 
a great deal of attention from the research com-
munity is the key establishment process in WSN. 
Due to the fact that encryption and key establish-
ment are crucial elements in security defense 
mechanisms, and most security mechanisms rely 
on pure encryption, we will give a general overview 
on encryption before going into any details about 
specific security defense mechanisms.

Overview

The key establishment and key management prob-
lems are not exclusive to sensor networks. In fact, 
this type of problems has been thoroughly studied 
in the wireless network community. Traditionally, 
key establishment is performed through some 
public key protocol. The most commonly used 
is Diffie-Hellman (Diffie & Hellman, 1976), but 
there are many more.

However, most of the traditional techniques are 
not suitable for low-power devices such as sensor 
nodes. This is due to the fact that these techniques 
use asymmetric cryptography, which is also known 
as public key cryptography. In this case it is required 
to maintain two mathematically related keys, one 
of which is public while keeping the other private. 
The problem with public key cryptography in WSN 

Table 1. A summary of the analysis for cipher performance (Law et al. 2004)

By key setup

Rank
Size Optimized Speed Optimized

Code mem. Data mem. Speed Code mem. Data mem. Speed

1 RC5-32 MISTY1 MISTY1 RC6-32 MISTY1 MISTY1

2 KASUMI Rijndael Rijndael KASUMI Rijndael Rijndael

3 RC6-32 KASUMI KASUMI RC5-32 KASUMI KASUMI

4 MISTY1 RC6-32 Camellia MISTY1 RC6-32 Camellia

5 Rijndael RC5-32 RC5-32 Rijndael Camellia RC5-32

6 Camellia Camellia RC6-32 Camellia RC5-32 RC6-32

By encryption mode

Rank
Size Optimized Speed Optimized

Code mem. Data mem. Speed Code mem. Data mem. Speed

1 RC5-32 RC5-32 Rijndael RC6-32 RC5-32 Rijndael

2 RC6-32 MISTY1 MISTY1 RC5-32 MISTY1 Camellia

3 MISTY1 KASUMI KASUMI MISTY1 KASUMI MISTY1

4 KASUMI RC6-32 Camellia KASUMI RC6-32 RC5-32

5 Rijndael Rijndael RC6-32 Rijndael Rijndael KASUMI

6 Camellia Camellia RC5-32 Camellia Camellia RC6-32
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is that, computationally speaking, it is very heavy 
for the sensor nodes. However, there has been work 
that shows that implementation is viable if a proper 
selection of algorithms is made (Gaubatz, Kaps, & 
Sunar 2004; Gura, Patel, Wander, Eberle, & Shantz, 
2004; Malan, Welsh, & Smith, 2004; Watro, Kong, 
Fen Cuti, Gardiner, Lynn, & Kruus, 2004).

For these reasons, symmetric encryption is the 
more widely selected technique for applications 
that cannot handle the computational complexity of 
asymmetric encryption. Symmetric techniques use 
a single key that is shared by the two communicating 
parties. This key is used for data encryption and 
decryption. The traditional example of symmetric 
encryption is the DES (data encryption standard) 
algorithm. However, the use of DES has decreased 
significantly because it can be easily broken. Cur-
rently, other algorithms such as 3DES (triple DES), 
RC5, AES, and others (Schneier, 1996).

An analysis of several cipher algorithms (Law, 
Doumen, & Hartel, 2004) is summarized in Table 
I, where two classifications are made: one by key 
setup and the other by encryption mode. In both 
classifications the algorithms were optimized for 
code size and speed and aspects such as speed, code 
size, and required data memory were evaluated.

A great challenge for symmetric encryption 
is the problem of key management. The problem 
resides in the fact that both parties need to know 
the key prior to starting secure communication. 
Thus, the problem can be summarized as follows: 
how can we assure that only the two communicat-
ing parties know the key and no one else does? 
Distributing secret keys is not an easy problem to 
solve because preinstalling the key in the sensor 
node is not always an option.

Key Establishment Protocols

There are several random key predistribution 
techniques that have been proposed. Eschenauer 
and Gligor (2002) propose a scheme based on 
probabilistic key sharing among sensor nodes. 
This scheme operates first by distributing a key 
chain to all participant nodes before their deploy-
ment. Each key chain consists of a set of keys 
that has been randomly selected from a larger 
offline-generated key set. To use the random key 

predistribution technique it is not necessary that 
each pair of nodes share a key. However, every pair 
of nodes that does share a key may use that key to 
establish a direct secure connection between them. 
Eschenauer and Gligor (2002) show that under this 
scheme it is highly probable that sensor nodes can 
operate with shared keys.

The LEAP protocol (Zhu, Setia, & Jajodia, 2003) 
adopts the approach of using multiple techniques 
for key establishment. Here, the authors make the 
observation than any mechanism by itself provides 
security for every type of connection in wireless 
networks. Thus, in this work they present four 
different types of keys that are used depending on 
the communication type to be established. 

In PIKE (Chan & Perrig, 2005), the authors de-
scribe a mechanism for establishing a key between 
two nodes based on the trust that both nodes have 
toward a third node in the same network. The shared 
keys of each node are propagated throughout the 
network in such a way that for every node A and 
B a node C exists that shares a key with A and B. 
Thus, the key establishment protocol between A 
and B can be securely routed through C.

Perrig et al. (2002) propose a key distribution 
scheme for secure broadcast authentification named 
μTESLA. The main idea of μTESLA is to achieve 
asymmetric cryptography through the delayed 
disclosure of symmetric keys. 

It is important to point out that the most sig-
nificant advances in the integration of public cryp-
tography to WSN (which will be discussed next) 
have been made recently. This makes random key 
predistribution a less interesting topic.

Public Key Cryptography

Two of the more commonly used public key cryp-
tography algorithms are RSA and ECC (Schneier, 
1996). Traditionally, it was thought that these tech-
niques were way too complex for applying them 
to WSN. However, successful implementations of 
public key cryptographic systems in WSN have 
been published recently.

Gura et al. (2004) report that it is possible to 
implement RSA and ECC in 8-bit microprocessors, 
demonstrating a performance advantage of ECC 
over RSA. Another advantage is that the 160-bit 
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key in ECC generates shorter messages during 
transmission compared to the 1024-bit key of RSA. 
Particularly, this work demonstrates that the dot 
product operations used in ECC execute faster 
than the operations in RSA.

Watro et al. (2004) show that certain parts of 
the RSA cipher can be implemented on current 
sensor network platforms, particularly in the 
MICA2 Berkeley motes (Hill, Szewczyk, Woo, 
Hollar, Culler, & Pister, 2000). They implemented 
the public key operations in the sensor nodes 
while the private ones were performed in more 
powerful devices. In this case they used a laptop 
computer.

Malan et al. (2004) propose a scheme based 
on ECC and show an implementation of the Dif-
fie-Hellman algorithm based on the elliptic curve 
discrete logarithm problem. While key generation 
is by no means fast (around 34 seconds for gener-
ating the pair of keys and another 34 seconds for 
generating the secret key), this probably would 
suffice for applications that do not require frequent 
key renewal.

Preventing Against denial-of-service

In Table 2 we show the most common denial of 
service attacks and their corresponding coun-
termeasures classified by layers. Due to the fact 
that DoS attacks are very common, efficient 

countermeasures mechanisms are required. One 
approach to defend against the classic channel jam-
ming attack is to identify the part of the network 
that is jammed and route traffic around that area. 
Wood and Stankovic (2002) describe a two phase 
approach where nodes along the perimeter of the 
jammed area report their status to their neighbors 
who then collaboratively define the jammed region 
and simply route around it.

To protect against jamming at the MAC layer, 
nodes could use an admission control mechanism 
that limits their transmission rate. This would al-
low the network to ignore the requests designed to 
exhaust the node’s energy source. However, this is 
not an optimal solution because the network must 
be able to handle large volumes of traffic.

To protect against malicious nodes that inten-
tionally misroute traffic could be done at the cost 
of redundancy. In this case, a node can send the 
message through multiple routes, thus increasing 
the probability that the message will arrive to its 
final destination simply because the message does 
not rely on a single route to get there.

defending Against routing Protocol 
Attacks

Routing protocols for WSN has been a well stud-
ied topic to a certain extent. However, most of the 
research efforts focus mainly in providing energy 

Table 2. Wireless sensor network DoS attacks/defenses

Layer Attacks Defenses

Physical Jamming Spread-spectrum, priority messaging, lower 
duty cycle, region mapping, mode change

Tampering Tamper-proof, hiding

Link Collision Error correcting code

Exhaustion Rate limitation

Unfairness Small frames

Network (routing) Neglect and greed Redundancy, probing

Homing Encryption

Misdirection Egress filtering, authorization monitoring

Black holes Authorization, monitoring, redundancy

Transport Flooding Client puzzles

Desynchronization Authentication



�0  

Security in Wireless Sensor Networks

efficient routing mechanisms. There is a large 
demand of routing protocols that besides offering 
energy efficiency they also offer security against 
certain network attacks such as sinkhole attacks, 
wormholes attacks, and the Sybil attack. As the 
WSN range of applications is increasing as well 
as its network densities, secure routing will be a 
design factor that must be considered for future 
applications.

security techniques for routing 
Protocols

Deng, Han, and Mishra (2002) introduce an INtru-
sion tolerant routing protocol for sensor networks 
(INSENS). This protocol is based on minimizing 
the damage caused by an intruder and keep rout-
ing despite its presence, without having to identify 
the intruder. In this work, the authors state that 
an intruder does not have to be a malicious node 
necessarily, it very well could be a node that is just 
malfunctioning for physical reasons. Identifying a 
malicious node from a malfunctioning one could 
be extremely difficult. For this reason they make 
no distinction between them. The first technique 
that they propose is to mitigate the damage caused 
by a potential intruder by applying redundancy. 
This is, as we previously mentioned, sending a 
packet through multiple routes.

 They also assume that there are large dif-
ferences in available resources between the base 
station and the sensor nodes, thus, they propose 
that routing table computation is to be performed 
at the base station. This is done in three phases. In 
the first phase the base station broadcast a request 
that propagates through the entire network. On the 
next phase, the base station collects information 
about node connectivity. Finally, the base station 
computes a series of routing tables for each node. 
These tables include redundant routing information 
used for the redundant message transmission we 
discussed earlier.

There are several attacks that could be launched 
to the routing protocol during each one of the three 
phases. On the first phase, a node could spoof a 
request done by the base station. A malicious node 
could forward the request through a fake route or 

simply not forward the request done by the base 
station.

To avoid this, Deng et al. (2002) use a technique 
similar to μTESLA where one-way key chains are 
used to authenticate the message from the base 
station.

Tanachaiwiwat, Dave, Bhindwale, and Helmy 
(2003) introduce a novel technique that they called 
TRANS (trust routing for location aware networked 
sensors). This routing protocol was proposed for 
data-centric networks. It also uses delayed key 
disclosure to achieve asymmetric cryptography. 
In their implementation, they use μTESLA for 
message authentication and confidentiality. By 
using μTESLA, TRANS can be sure that a mes-
sage follows a trusted route through location-based 
routing. The approach consists of the base station 
sending an encrypted broadcast message to its 
neighbors. Only those trusted neighbors would 
have the key required to decrypt that message. 
The trusted neighbors would add their location 
to the route (for returning messages), and would 
encrypt the message now with their own keys 
and send the message to the neighbor closest to 
the destination. When the message arrives to its 
destination, the receiving node must authenticate 
the source (in this case the base station) using a 
MAC that belongs to the base station. Afterwards, 
the node can simply send a message to the base 
station through the trusted route that the original 
message followed.

An important challenge in the area of secure 
routing for wireless networks is that it is very easy 
to disrupt the routing protocol by simply disrupt-
ing the route discovery process. Papadimitratos 
and Haas (2002) propose a secure route discovery 
protocol that guarantees, under certain condi-
tions, that the correct network topology would be 
obtained. This protocol is very similar to TRANS. 
The security relies on the MAC layer and in an 
accumulation on the node identities that are in-
cluded in the route. By doing this, a source node 
can discover the network topology because each 
node from the source to the destination appends 
its identity to the message. In order to ensure that 
the message has not been tampered with, a MAC 
code is also appended to the message, which can 
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be authenticated by either the destination or by the 
source (for returning messages).

How to Protect from Traffic Analysis 
Attacks

There are some strategies to protect from traffic 
analysis attacks. Deng, Han, and Mishra (2004) 
propose a technique based on a random walk 
through the network. This technique also send 
packets randomly to nodes different from the parent 
node in the routing tree. The main goal of this tech-
nique is to make it harder to a potential adversary 
to infer the route from a given node to the base 
station and also to prevent against a possible rate 
monitoring attack, but it would not protect against 
a time correlation attack. To protect against a time 
correlation attack, they propose a fractal strategy. 
With this technique a node would generate a fake 
packet (with certain probability) while one of its 
neighbors is sending a packet to the base station. 
The fake packet would be sent to another neighbor 
that consequently may send another fake packet, 
thus, deceiving the potential adversary. These fake 
packets would use the time-to-live (TTL) parameter 
to decide for how long they would be circulating 
throughout the network.

defending Against sensor node
Privacy Attacks

To protect against privacy attacks, several propos-
als have been made that reduce the effects of those 
attacks, we will discuss some of those proposals 
in this section (Gruteser, Schelle, Jain, Han, & 
Grunwald, 2003).

Anonymity Mechanisms

When very precise location information is being 
used it is easy to identify the user and monitor the 
user’s activity, thus, this opens the door for a privacy 
attack. The anonymity mechanisms depersonalize 
the data before releasing them; these techniques 
are an alternative approach to policy-based access 
control.

Some researchers have proposed certain tech-
niques that make use of anonymity mechanisms. 
For instance, Gruteser and Grunwald (2003a) 
analyze the feasibility of anonymizing location 
information for location-based services in an 
automotive telematic environment. Beresford and 
Stajano (2003) evaluate anonymity techniques 
for an indoor location-based system based on the 
active nat.

Producing total anonymity is a difficult problem 
given the lack of knowledge about the concerning 
node’s location. Therefore, for the privacy problem, 
there is a tradeoff between the required anonymity 
level and the need for public information. Three 
approaches have been proposed to address this 
problem (Gruteser & Grunwald, 2003b; Gruteser et 
al., 2003; Priyantha, Chakraborty, & Balakrishnan, 
2000; Smailagic & Kogan, 2002):

•	 Decentralize sensitive data. The main idea in 
this approach is to distribute the sensed loca-
tion data through a spanning tree. By doing 
so, no single node will contain the original 
data.

•	 Secure the communication channel. By us-
ing secure communication protocols such as 
SPINS (Perrig et al., 2002), eavesdropping 
and active attacks can be prevented.

•	 Node mobility. Making the nodes move can 
be an effective defense mechanism against 
privacy attacks, particularly due to the fact 
that location information would be changing 
constantly. For instance, the Cricket system 
(Priyantha et al., 2000) is a system with 
location support for mobile object inside 
buildings.

Policy-Based Approach

The policy-based approach is a topic that is cur-
rently receiving a great deal of attention from the 
research community. Access control decisions 
and authentication are based on the specifications 
provided by the privacy policies. Molnar and 
Wagner (2004) introduce the concept of private 
authentication in RFID applications, which can 
be considered passive nodes. In the automotive 
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telematics domain, Duri, Gruteser, Liu, Moskowitz, 
Perez, Singh et al. (2002) propose a policy-based 
framework to protect data from the sensors, where 
an on-board computer can act as a trusted agent. 
Snekkenes (2001) presents advanced concepts for 
policy specification on cell phone networks. These 
concepts allow access control based on criteria 
such as request time, location, object speed, and 
identity. Myles, Friday and Davies (2003) describe 
an architecture for a centralized server that controls 
the access of client applications through the use of 
validation modules that verify the XML-formatted 
application policies. Hengartner and Steenkiste 
(2003) point out that access control policies must 
be governed by room or user policies. The room 
policies specify who is authorized to find out 
about the people currently in the room, while user 
policies state who is permitted to access location 
information about another user.

Langheinrich (2005) proposed a framework 
called PawS (privacy awareness system). This 
framework is based on privacy policy advertise-
ments through special packets called privacy bea-
cons. Those policies are maintained with privacy 
proxies, which keep databases that store those 
policies.

Information Flooding

Ozturk, Zhang, Trappe, and Ott (2004) propose 
antitraffic analysis mechanisms to prevent an exter-
nal adversary from obtaining the location of a data 
source. Random data routing and phantom traffic 
are used to hide real traffic, so that it is difficult 
for an adversary to track the data source through 
traffic analysis. Ozturk et al. have developed 
comparable methods that rely on flooding-based 
routing protocols.

Some similar mechanisms can be used to pre-
vent an adversary to track the base station through 
traffic analysis (Gura et al., 2004). A key problem 
with these techniques is that they involve an energy 
cost in order to provide information anonymity.

Protecting from Physical Attacks

Physical attacks, as we pointed out earlier, represent 
an important threat to sensor networks because 

of their unattended operation mode and their ex-
tremely limited resources. Nodes may be equipped 
with tamper-proof physical protection. For instance, 
an alternative to this is tamper-proof packaging 
(Wood & Stankovic, 2002). Related research 
work focuses in the design of hardware that make 
their memory content inaccessible to adversaries. 
Another alternative is to use special software and 
hardware to detect physical tampering.

As the hardware costs decrease, integrating 
tamper-proof hardware would be a feasible solu-
tion for sensor network applications. However, the 
research community has agreed by consensus that 
the trend should be making cheaper sensor nodes 
without adding extra functionalities; thus, integrat-
ing physical protection is not a solution that would 
be commonly accepted in the near future. One 
possible approach for protecting against physical at-
tacks is self-destruction. The main idea behind this 
approach is that whenever a node detects a possible 
attack it self-destructs. This is particularly feasible 
on networks where there are redundant nodes and 
when the cost per node is low. Obviously, the key 
to this approach is detecting a possible attack. One 
possible solution is to statically verify the status of 
their neighbors, but in mobile networks this still 
is an open problem.

Regarding the deployment of security compo-
nents outside the nodes, several proposals have 
been made (Bulusu & Jha, 2005). Sastry, Shan-
kar, and Wagner (2003) introduce the concept of 
secure location verification and propose a secure 
localization scheme called ECHO that assures node 
location legitimacy. In this scheme, the security 
relies over physical sound properties and RF. The 
adversary cannot claim to have a shorter distance 
by starting the ultrasound response early because 
it will not have the nonce.

Hu and Evans (2004) use directional antennas 
to defend against wormhole attacks. In the work 
presented by Wang et al. (2005b) the authors study 
the modeling and defense of sensor networks 
against search-based physical attacks. They define 
a physical attack-based model, where an adversary 
walks the network using signal detecting equip-
ment to locate active nodes and destroy them. In 
prior work, the authors identified and modeled 
blind physical attacks (Wang, Gu, Chellappan, 
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Schosek, & Xuan, 2005a). The defense algorithm 
is executed by individual nodes in two phases: in 
the first phase, the nodes detect the attacker and 
notify other nodes; in the second phase, the nodes 
receive the notification and change their state to 
safe mode.

Seshadri, Perrig, Van Doorn, and Khosla (2004) 
introduce a mechanism called SWATT to verify 
and detect when memory content is altered. This 
mechanism can be use as defense against a physical 
attack by modifying code in the nodes.

secure data Aggregation

As sensor networks increase in size, the amount 
of data that they collectively sense also increases. 
However, due to the computational limitations of 
each node, a small sensor is only responsible for a 
very small portion of the entire data. Due do this, 
a network search would probably return a large 
amount of raw data, most of which would not be 
of the user’s interest.

For this reason, raw data preprocessing is rec-
ommended to produce more meaningful results to 
the user. This is typically done by a series of aggre-
gators. An aggregator is responsible for collecting 
raw data from a subset of nodes and processing 
that raw data into more usable data.

However, aggregation techniques are par-
ticularly vulnerable to attacks because a single 
aggregator node is responsible for processing the 
data from multiple nodes. Due to this fact, secure 
data aggregation techniques are required by sen-
sor network that consider the possibility of one or 
more malicious nodes.

Overview

If an aggregator node is compromised, then all 
the transmitted data in the network to the base 
station may be forged. To detect this, Ye, Luo, Lu, 
and Zhang (2005) define a mechanism based on 
statistical filters. This uses multiple MAC codes 
across the entire route from the aggregator node 
to the base station. Any packet that does not pass 
verification would be discarded.

Wagner (2004) analyzes the resiliency of ag-
gregation techniques, and argues that current 

aggregation techniques were proposed without 
security in mind, and thus, are vulnerable to at-
tacks. A mathematical framework is proposed to 
formally evaluate security for aggregation. This 
theory allows quantifying the robustness of an ag-
gregation operation against a malicious attack. By 
using the framework, it is argued that the aggrega-
tion functionalities that can be securely computed 
under the presence of k compromised nodes are 
exactly the functions that are (k, α)-resilient for 
some α that is not too large. This work opened the 
door for secure data aggregation in sensor networks. 
However, the presented level of aggregation model 
is fairly simple compared to real sensor network 
implementations. Extending this technique to mul-
tilevel aggregation scenarios with heterogeneous 
devices is an interesting challenge.

Secure Data Aggregation Techniques

As we pointed out earlier, data aggregation has 
been studied in reasonable depth. The problem 
with classical data aggregation is that they all 
assume trusted nodes. Of course, in practice this 
may not be the case, and for this reason, secure 
data aggregation techniques are required.

Przydatek, Song, and Perrig (2003) describe 
a secure information aggregation (SIA). They 
point out that aggregation techniques and sensor 
networks are vulnerable to a variety of attacks 
including denial-of-service attacks. However, 
this work focuses on protecting against a specific 
type of attack called stealthy attack. The goal of 
SIA is to ensure that if a user accepts the result 
of an aggregation as correct, then there is a high 
probability that the value is close to the true ag-
gregation value. In case that the aggregated value 
has been tampered with, the user must reject the 
forged value with a high probability.

Hu and Evans (2003) propose a secure aggrega-
tion technique that uses the μTESLA protocol to 
provide security. In this case, the nodes organize 
into a hierarchy tree where intermediate nodes 
play the aggregator role. Recall that the μTESLA 
achieves asymmetry through delayed disclosure of 
symmetric keys. For this, a child cannot verify the 
data authenticity immediately because the key used 
to generate the MAC code has not been disclosed. 
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However, this technique does not guarantee that the 
data being reported by the nodes and the aggregator 
are correct. To address this problem, the base station 
is responsible for distributing temporary keys to 
the network as well as the μTESLA key used for 
validating the MAC. By using this key, the node 
can verify their children’s MAC codes.

We can note that secure data aggregation tech-
niques play an important role in adopting WSN 
technology due to the large amount of raw data 
and the localized in-network processing required 
in these networks. Research efforts in this area 
have been limited, thus, much more investigation 
is needed in this particular topic.

concLusIon

Certainly, incorporating efficient security mecha-
nisms to WSN is a huge challenge, mainly because 
of the differences they have compared to traditional 
networks. Their resource constraints, their large 
scale deployments, along with their operating en-
vironments, represent great obstacles to achieve 
security. Nevertheless, efficient mechanisms have 
been proposed to deal with a great variety of at-
tacks to which WSN presumably are subjected to. 
These security techniques confront specific attacks 
that operate across different layers of the protocol 
stack. Attacks like signal jamming (physical layer), 
induced collisions (MAC sublayer), packet redirec-
tion (routing layer), and many others have been the 
addressed through many security mechanisms, 
many of which we described in this chapter.

However, most of the security techniques rely 
heavily on a key distribution protocol and assume 
that secret keys have already been placed on the 
distributed nodes. However as we showed in this 
chapter, efficient key distribution in WSN is no 
easy task. In fact, most of the research efforts in 
WSN security are directed to proposing efficient 
key distribution techniques; in this chapter we 
discussed research work in the area of WSN key 
distribution. As of now, we still believe that there 
is much room for improvement in efficient key 
distribution in wireless sensor networks. As more 
efficient key distribution key mechanisms continue 

to appear, more efficient application-specific se-
curity techniques will also emerge.

But overall, perhaps the biggest challenge of all 
is proving that the proposed security techniques 
work well in real-world sensor network applica-
tions. Currently, there is a huge gap between 
real-world WSN development and WSN security 
research. Thus, we consider that integrating the 
proposed security techniques to real-world appli-
cations is a challenge that should be faced in the 
near future, as opposed to proposing new tech-
niques that most of the time does not go beyond 
lab implementations.
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kEy tErMs

Compromised Node: A node on which an at-
tacker has gained control after network deployment. 
Generally compromise occurs once an attacker 
has found a node, and then directly connects the 
node to their computer via a wired connection of 
some sort. Once connected the attacker controls 
the node by extracting the data and/or putting new 
data or controls on that node. 

Data Aggregation: Process of reducing large 
amounts of sensor generated data to smaller and 
more representative data sets that synthesize the 
state of the phenomena that the network is moni-
toring.

Data Freshness: Implies that the sensed data 
are recent, and it ensures that no adversary replayed 
old messages.

Insider Attacks: These types of attacks are 
those launched by adversaries that have access 
to one or more compromised nodes in a network. 
Insider attacks are the most challenging ones be-
cause the adversary has access to the network’s 
cryptographic materials (i.e., keys, ciphers, and 
data).

Key Distribution: Process of efficiently distrib-
uting cryptographic keys to the nodes that belong 
to a network. These keys could either be pairwise 
keys (for two party communications), group keys 
(for cluster-wide communication), or network keys 
(for secure broadcast communication).

Mote: A wireless receiver/transmitter that is 
typically combined with a sensor of some type to 
create a remote sensor. Some motes are designed 
to be incredibly small so that they can be deployed 
by the hundreds or even thousands for various 
applications

Node Authentication: Process of ensuring that 
a given node and its data are legit.
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Outsider Attacks: Attacks perpetrated by 
adversaries that do not have access to direct ac-
cess to any of the authorized nodes in the network. 
However, the adversary may have access to the 
physical medium, particularly if we are dealing 

with wireless networks. Therefore, attacks such as 
replay messages and eavesdropping fall into this 
classification. However, coping with this attack is 
fairly easy by using traditional security techniques 
such as encryption and digital signatures.


